PROGATE

Installation & Programming Manual

Cellular gate controller PROGATE

Multifunctional device: access control + security + home automation

This manual includes steps to install, set up and use your system.
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The module Progate is a security, automation and access control Features of the module Progate
system with programmable selectable inputs or outputs, 1wire bus for
temperature, humidity sensors DHT22. It is possible to connect up to 32 e Communication via SIA IP DCO9 protocol
sensors. Output for relay connection, 2G Quad-band (850/900/1800/1900 MHz) or 4G LTE modem
The module Progate features up to 800 users for remote control purpose. o Inputs:
The module Progate provides the high level of protection residential B INT INé 0-30V
homes and any place where high security and automation is essential. These I/Oi 1102 0-30V
systems are designed to be easy to use, and the modular concept of these R W !
systems provides installers with labor-saving features that make expanding, R Dallés 1wire bus
installing and servicing these systems quick and convenient. R Aosong 1 wire bl’Js
Once installed, module can be programmed remotely via GPRS R Digital input max 3'3\/
connection or via USB using SERA2 upload/download software. e Outputs ‘
The module Progate is a logical solution to every installer's security, i} _p_RELAY
access control and home automation installation needs. - 1/01, 1102 (1A)

- 1W, 10mA, Max Voltage 3.3V!

e Upto 32 sensors, temperature, humidity etc.

. Built-in access control features

. In-field firmware upgradeable via USB and SERA2 software
GPRS

Events log buffer. 3072 events

Program remote controls using the master or installer codes
Up to 800 users remote controls with mobile, web app.

Up to 800 users remote controls with iButton or RFID keycard
Up to 800 user code. To control with Wiegand keyboard.
Unlimited control via SMS.

Push button software reset

The meaning of icons in the manual:

2, @ ' 1

Automation part Security system’s part Very important Important About the manual
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1 General information about the module Progate

1.1 Specifications

T @

Parameters of built-in GSM module:

¢ Quad-band (850/900/1800/1900 MHz)

e Optional 3G ,4G LTE bands

e Sending of SMS messages

e Receiving of calls and dialing

e Data download/upload via GPRS network

Outputs:

RELAY

I/01(1A), /02 (Programmable selectable input

or output)

D1 (10mA Max voltage 3.3V)! (Programmable

selectable input or output)

o All outputs can be controlled via short call
DIAL or via SMS message, mobile, web app.
This feature may be used for gate opening.

e Output alarm parameters may be
programmed.

e Programmable algorithms for outputs
operation: CTRL/SMS/DIAL, SIREN, BUZER,
ARM state, Zones OK, Light Flash, inverting,
pulse mode

Digital input/ output 1W:

e Programmable optional digital input or output

e Max. Voltage 3.3V

o Dallas 1-Wire Bus, DS18b20, DS1990A

e Aosong 1-Wire bus Humidity Sensor
AM2302 DHT22 AM2305 AM2306 AM2320
AM2321

e Wiegand interface DATAO/ DATA1, RFID
reader, Keyboard.

* The total length of the bus up to 100m.

Consumption current:

¢ In standby mode less than 50 mA.

¢ In dialing or SMS/GPRS sending mode
less than 300 mA.

Events Log:
Nonvolatile flash events log 2048 events

Inputs:

Analog inputs In1, In2: 0-30V

Analog inputs 1/01, 1/02: 0-30V (Programmable

selectable input or output)

Digital input 1W for 1 wire DHT22 temperature-

humidity sensors (Programmable selectable

input or output)

e SMS text for input alarm and restore

¢ Available to monitor up to 32 sensors

e Programmable enabling or disabling of inputs;

e Burglary alarm zones. Input type
NC/NO/EOL/EOL+TAMPER 5.6K + 5.6K

o Algorithm for zones operation: delay, interior,
instant, 24 hours, silent, fire

e Response time;

e Time of additional response;

e Commutation of selected output

Module control:

ARM/DISARM of the security system via:

* ,Key switch” input level or pulse mode.

e SMS message 800 users

e short call DIAL 800 users

e Maxim-Dallas iButton key (iButton DS1990A —
64 Bit ID)) 800 users.

* Wiegand keypad code or RFID keycard or key
fob 800 users

* Mobile, web app

5V power source output for Dallas 1-Wire

Bus, DS18b20, DS1990A, Aosong 1-Wire bus

Humidity Sensor AM2302 DHT22 AM2305

AM2306 AM2320 AM2321

* Voltage 5V

e Current limit 100mA

Automatic periodical test:

e Test sending in a form of SMS message.
Periodicity for communication control
messages (tests) from 1 to 99 nights and days
according to selected time. Or fixed periodical
interval 1-99999 minutes.

Environmental parameters:

e Storage temperature range from -40 to
+85 °C / -40 to 185 °F

* Operational temperature range from -30
to +75 °C/ from -22 to 167 °F

o Max relative humidity under +40 °C / 104
°F 95%

Package weight 90g
Module weight: 70g

1.2 Used definitions and terms

. @

Term Description

Power supply voltage:

e DC 10-30V

e AC 12-24V

e Max. Allowed ripple voltage 100mV
e Min 0.5A

Overall dimensions of the module:
73x62x26mm

Alarm Log

Contains information about alarms that are currently active on the system or information about alarms that have been
raised and then resolved on the system. This log can be useful in analyzing problems and trends in the system.

Arming/Disarming

A process of enabling/disabling system's security.

Authorized user

It is a person whose mobile phone’s number is entered in Progate module. Several authorized users with the same rights
may be entered into the module.

Backup battery

The secondary power source of the system. In case of a main power failure, the backup battery will take over.

Bell squawk

If enabled, the siren/bell indicates the completed system arming and disarming process (except the arming in STAY mode).
After the system is successfully armed, the siren/bell will emit 2 short beeps and 1 long beep after the system is disarmed.
By default, the parameter is disabled.

Bypass/Activate Zone

Zone bypassing allows the user to deactivate a violated zone and arm the system without restoring the zone. If a bypassed
zone is violated or restored during exit/entry delay, or when then system is armed, it will be ignored. The zone will remain
bypassed until the system is disarmed. Zones can only be bypassed and activated when the system is not armed.

Caller ID Caller's identification

COM Negative power supply terminal.

Configuration Programming of the settings, which will define the operation of the item. For example, user's telephone numbers, set-up of
periodicity for sending SMS message, input names etc.

CMS Central monitoring station

DIAL The system makes a call to the number specified.

Diagnostic Tool

When using Configuration tool software, you may monitor system inputs/ outputs, view changes of peripheral devices,

PROGATE User manual
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4 |

V-2022-04-28



Entry Delay The system initiates the entry delay countdown if a Delay type zone is violated. The countdown is indicated by short beeps
emitted by keypad buzzer and by steady beep emitted by system's buzzer. The indication is intended to advise the user
that the system should be disarmed. If the system is disarmed before the entry delay expires, no alarm will be caused.

EOL (End of line resistor) input type with resistor.

Event The information that the user receives.

Event Log A list of system events that is uploaded from the device's memory to the configuration software for further analysis. The
system logs all information about system configuration, system actions and info messages.

Exit Delay A period of time intended for user to leave the secured area. The system begins the countdown after the arming process
initiation.

Fault A specific problem or error that prevents the system from working properly. The system comes equipped with self-
diagnostic feature allowing to indicate the presence of any system fault and send SMS text message notification to the
listed user phone number.

iButton key A unique 64-bit ID code containing chip enclosed in a stainless steel tab usually implemented in a small plastic holder. The
module supports up to 800 iButton keys each holding a unique identity code (ID), which is used for system arming and
disarming.

Installer a person provided with INST (installer's) password

Master/User Code

Allows to carry out system arming/ disarming as well as minor system configuration and control

Normally closed (NC)

It is a switch that passes current until actuated.

Normally open (NO)

It is a switch that must be actuated to pass current.

Periodic Test Event

Provides the following information on alarm system: date & time, status (armed/disarmed), GSM signal strength, mains
power supply status, temperature value measured by primary and secondary temperature sensors (if any).

Pull-up resistor

Is that it weakly "pulls" the voltage of the wire it is connected to towards +V (or whatever voltage represents a logic "high").

PGM output A PGM output is a programmable output that toggles to its set up state when a specific event has occurred in the system
or if the user has initiated the PGM output state change manually.
Ping period Sets period of time defining how often the module sends ping data packet to the server.

Service messages

ARM/DISARM, test, resetting of the system.

SSR

Solid State Relay

SMS forward System can re-sent all incoming SMS messages to the specified users. It is useful if the GSM operator of the inserted SIM
card sends some useful information (SIM card validation or payment account status and etc.) or it is necessary to monitor
all incoming SMS messages by specified user.

User It is a person being aware USER password.

Zone Detection devices such as motion detectors and door contacts are connected to the alarm system’s zone terminals.

Zone state/status

Zone status is a position of a certain zone being enabled or disabled. Meanwhile, zone state points out the condition of a
certain zone, which can either be violated (i.e. In case of alarm) or restored.

+V

Positive power supply terminal.

1.3 Package content

2 &

Table 1 Standard package content

Topkoded s
"

PROGATE ‘.

RELAY

Progate module — 1 pcs

\

Shipping Package - 1 pcs

! Package content may be vary without a notice. Ask the seller before buying!

Table 2 Additional, under request package content

5.6 kOhm resistors - 4 pcs
100 Ohm resistors — 2 pcs

TPS12 13.7V/1.8A AC/DC Mini
Switching Power Supply with battery
charging

Spaces for PCB installation - 4 pcs Wiegand keypad & RFID reader

PROGATE User manual
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iButton DS1990A-F5+ key

iButton probe with LED indicator GSM antenna with cable GSM antenna - 1 pcs
2 ) ‘/Av
=8
\ </
Humidity sensor AM2305 \évrgtt?é \?v;’t?log_gsct\gb?:o Temperature Temperature sensor DS18B20 Humidity sensor AM2320
.
Wit
R
K ; 0\0‘
_'///,
Humidity sensor DHT22 -
(AM2302) Mini USB cable
1.4 General view of the module
Q D\
o ﬁn
ANT . uss ANT GSM antenna connector
SIM Optional micro (2G version) or

nano (4G version) SIM card holder.
Push-Push type
USB Mini USB programming connector
REG (yellow) see table below
PROGATIE PWR«\ DATA (red) see table below
GSM Controller RELAY (] <_\PWR (green) see table below

RELAY (blue) see table below
Power supply and inputs, outputs connector
Overall dimensions: 73x62x26mm

Tr'@[p)k@@]a REG

Figure 1General view of the module Progate

' Do not locate SIM card with force, because you may damage SIM card holder
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Meaning of LEDs and contacts

O @

Table 3 Meaning of LEDs

Name Indication variations

Meaning

Watchdog heart beat blinking, remains lit for

PWR (green) built-in 50ms, and turns off after 1000ms.

LED

The module is functioning.

Off

The module is out of order or no voltage

Lights continuously

Modem has been registered to the network

Flashes, remains lit for 50ms, turns off for

Modem is being registered to the GSM network.

REG (yellow) built-in 300ms
LED g:ngér;gsfast’ remains lit for 50ms turns off PIN code of SIM card error. PIN code request should be removed
Off Modem failed to register to the network.

DATA (red) built-in LED | 9MS continuously

The memory of the module contains unsent reports to the user or to the
server.

Off All reports has been send.
i Relay switched ON
RELAY (blue) built-in ON .
LED OFF Relay switched OFF

Table 4 Terminal block. Contacts.

Optional functions and Description

()
IS
2
AC/DC DC 10-30V
AC 12-24V
Max 0.2A
NC, C, NO Relay Output 1A 30V DC, 0.5A 125V AC
Input with 10K resistor to the VD+ (Pull UP
Programmable functions Output 1A
V01-1/02 Analog voltage input 0-30V
Max available voltage 30V
Input with 10K resistor to the VD+ (Pull UP)
IN1/DO ... Programmable functions The zone for security system NC/NO/EOL/EOL+Tamper
IN2/D1 Wiegand (1) interface, RFID reader, keypad
Max available voltage 30V
COM Negative supply terminal for keyboard(s), indicators and sensors.

Digital output (Max 3.3V)

Digital input (Max 3.3V)

Programmable functions

Dallas 1-Wire bus. DS18b20, DS1990A

w Aosong 1-Wire bus. Humidity Sensor AM2302, DHT22, AM2305, AM2306
Max available voltage +3,3V
Max available current 10mA
Power supply for external temperature, humidity sensors
+5V Max available voltage +5V
Max available current 100mA
1.5 Configuration methods
SMS text messages
' In order to configure and control the device by SMS text message, send the text command to the PROGATE SIM card from one of the
listed administrator phone numbers.

Sera2 software

' Sera2 software is intended for PROGATE configuration locally via USB port or remotely via 2G/3G/4G network. This software
simplifies system configuration process. Sera2 software is free, which you can download from our website: topkodas.lt

Remote connection

PROGATE User manual
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1.6 System Access codes

Table 5 Default passwords and explanation

Password Default How to find and how to change Explanation

SIM card PIN 1234 SERA2> System Options> General system options It is automatically ignored if pin request in SIM card
is disabled

Installer 000000 SERA2> System Options> General system options This password allows you to enter programming

Password mode, where you can program all features,
options, and commands of the module.

SMS User 123456 SERA2> System Options> General system options This code allows you to utilize arming method, as

Password well as program user codes.

User password of | 123456 SERA2> GSM Communications> GPRS/IP/TCP/UDP | User password of GSM operator network where

GSM operator SIM card inserted in the module is operating.

App Key 123456 SERA2> GSM Communications> Sera Cloud Service | “APP Key” in module must be same as Remote
connection password via [cloud app] also in [SERA
remote] default: 123456

Installer code 000000 INST000000,_,090_PSW 6-digit password used for system configuration,

(for SMS control 090= command code (Change of installer‘s code) control and request for information.

and configuration) PSW = New Installer's password.

User code 123456 INST000000_,091_PSW 6-digit password used for system control and

(for SMS control Change user's code request for information.

and configuration) 091= command code (Change user's code)

PSW = New user's password.
Master password | 1234 or in user table Control functions for all newly associated keys will
(Keybutton code) | 123456 SERA2> Users/ Access control be assigned according to MASTER key. For
(if selected | 6 or 4 digit code selected: example: If MASTER key will control Out1, all
6 digit) System Options> General system options> User newly associated keys will also control Outl.

Access Code Format

16.1

AppKey

1. Change default App Key (Default 123456). Sera2> GSM Communication> Sera Cloud Service
2. Enter App Key for the remote connection via Sera2. Go to Sera2> Settings Enter the same App Key as in the Sera2> GSM
Communication> Sera Cloud Service

Enter App Key for the remote connection via Cloud service. Go to https://cloud.topkodas.lt/index.php > Settings

@® serA2

Fie Setings Devices ZRead(FS] g Wrte[F6) @ Update About.. © BResd(FS)  FAWrke[F6] @ Update
::mm|m“,~|mi ol TR ] SMEOUAL reparing | Custom SMS Text | GPRSIPTCPALP | MG Reporting | SERA Coud Service |
e e s PO Frore Maer S T—v—rer—— —rr——
Outputs (POM) Outputs (POM) Program Settings
Automaton/Sensors Erave F [ SERAGou3 Service (Detaut) W
::‘l“t:-v TR (= < :‘;“sw"" wwgage fn <] Check for Updates Automaticaty &
RT TestingiMontorng lngiilriore
O e = e FRemcte correcton 1o e dece over eternet
Plomen Eml 1™ Use defeut SERA Cloud Service EMTAS
fot oo Bmw
Device UDMBMAC  [368355034302165 Gowrn Cemo =]
System Name (Optonw) | Glakn2 Demo
Server Status.
—
Figure 2 GSM Communication> Sera Cloud Service> App Key
PROGATE User manual V-2022-04-28 8 |
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BB Bockingcom @ Amamncom [ eSay [ Facebook i Getting Sta

Dervecn LA AT IMAL

App Wy

Ofect Addrens

User Codde

e R

Figure 3 https://cloud.topkodas.It/index.php> Settings > App Key

1.6.2 Installer and User passwords

If you want to edit existing configuration,
. You have to read it (press “Read” in the command line)
. Edit settings
. Write edited configuration (press “Write” in the command line)

The password for remote and SMS configuration. Installer Password (Default: 000000). This password used for remote configuration or for
configuration via SMS messages with INST code

The password for remote control or for control via SMS messages. SMS user password: 123456. The password used for remote control of the
module or control of the module via SMS messages with USER code

(8) SERA2
File Settings Devices [§]Read[FS]  [§] Write[F6] @ Update About..
System
Mmmunications General System Options: | System Fault/Troubles | Digital O Settings | System Info |
UsersiAccess control =
Burger Alern Zones System Options System Timers
Outputs (POM) Object Name: fovject Name Test Time: 330  hhmm
x‘;"’m“ SMSJAPP Text Charset fuatin (160 SMS symbols) ||| Testperioa fr [pays ~|
Everts Log SM Card PN o | Entry Delay fis s
RT Testing&Monitoring mAERE
ks Installer Password: [ (6 symbols) Ext Delay: [0 s
SMS User Password: |""‘“ (6 symbols) BelSiren Cut-off Timer: |1 20 3
User Access Code Format: |4 - Digits j Time Zone: FOMT: +2) EI
WO Settings I?-Ne Smoke Detector (Fire current loop) j Daylight saving time: v
02 Settings 2-Wire Smoke Detector (Fire current loop) |
Clear Events Bufer after reset 2
Door Chaim ~
Bell Squawk on ARMDISARM r
Ao - reARM r Set Modue Time fromPC | Read Modue Time
Start ButonRFD progn —— I Stop BultonRFD EC tlrln.?. 2019-07-08 19:24:39 Monday
anel Time:

Figure 4System Options> General System Options

1.6.3

Master code for access control via keypad

If you want to edit existing configuration,
. You have to read it (press “Read” in the command line)

. Edit settings

. Write edited configuration (press “Write” in the command line)

PROGATE User manual
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Master Code for access control via keypad. Defaul Master code: 1234 or 123456

1. Select 6 or 4 digits user access code format. Sera2> System Options> General System Options>User Access Code Format
2. Enter 6 or 4 digits codes in the Sera2> Users/ Access control > Keyb Code

(@) SERA2 - [m]

File Settings Devices ] Read[FS]  [§] Write [F6] @ Update About..
Remote Control Users table

Temporary access Date/Time window

D[en|[ username [ Type | User Tel Buton Code | RFDKeycard | Keyb Code | OUT [ ARMDISARM [Date En| Start Date | Expiration Date
MR~ Master User . 000000000000 | 0000000000 s NONE ~ r 2013.06.01 18:47:50 2013.06.01 18:47:50
= r User . NONE (] r 2013.06.01 18:47:50 2019.06.01 18:47:50
ME ; @ sera2
4 g 2 B a -

s File Settings Devices HRead[F5] ] Write [F6] & Update About..

s ™ i

M7 - | General System Options. | System FaulTroubles | Digtal O Settings | System info |

:3 r mm::z System Options [“System Timers

s ™ Outputs (PGM) Otyect Name: [obrect Name Test Time: fiz30" prmm
Il amsopamiononai SMSIAPP Text Charset [Lotn (160 SMS symbots) =] | Testpedos fi fpays -]

—:'2 ; Events Log SM Card PR = Entry Delay fis <
s ﬁf.lm e Instater Password: s (5 symbois) Ext Delay: o s
:N r SMS User Password 1""" (6 symbols) Bel/Siren Cut-off Timer: F?U s
|15 F | User Access Code Format: I‘-Dlﬂs EII Time Zone: FOMTc 2) 'l

16 o
= 101 Settings [2are Smoke Detector (Fire currert loop) || | Deight savingltime: 4

1102 Settings [2-Wire Smoke Detector (Fire current loop) |
Clock synchronization: [cioud Server -]

Clear Events Bufer after reset ~

Door Chaim 1=

Bel Squawk on ARMDISARM r

Ao - reARM r Set Module Time from PC ] Read Mode Tine |

P AT PC time: 2019.07-08 19:24:39 Monday
Panel Time:

Figure 5User/ Access control and System Options> General System Options

2 QUICK START. First steps to prepare Progate module and SERA2 software.

LT
B YouTube ™  QuICK START  hitps:/iyoutu.bel-XBAAWKDN3E

Preparation procedure of the module PROGATE.

Connect the GSM antenna to the antenna connector.

Insert the SIM card in the SIM card holder.

Ensure that PIN request function is disabled.

Ensure that mobile internet service (mobile data) is enabled if mobile app or IP connection with CMS will be used.
Connect power supply.

Connect the module to the computer via mini USB cable.

e
Figure 7 Insert SIM card ) /}
Figure 6Screw GSM antenna Figure 9 Connect the module to the
Figure 8 Connect power computer

supply

* CALL TO THE MODULE FROM YOUR MOBILE
YOU WILL RECEIVE SMS FROM THE MODULE

PROGATE User manual V-2022-04-28 10 |



When you call to the module PROGATE for the first time, your phone number will be stored in the module's memory automatically.
This means you can control the first output of RELAY with a short, free call. You will also be able to receive SMS alarm messages.
The settings can be changed with the free SERA2 program.

Install configuration software SERA2.
Go to the http://topkodas.|t/ website and download SERA2 software.
Open the folder containing installation of the software SERA2. Click the file ,SERA2 setup.exe”
If installation directory of the software is OK, press [Next]. If you would like to install the software in the other directory press [Change], specify other
installation directory and then press “next”.
e  Check if the correct data are entered and press Install
e After successful installation of the software SERA2, press [Finish]

L It is possible to select output mode in SERA2 software
1 It is possible to select pulse mode or steady, pulsating mode in SERA2> Outputs (PGM) window.
Don't forget to write edited configuration to the memory of the module (Press ,Write* icon in the command line)

There is RELAY already integrated in PROGATE. If you can't use it and

be

If you want to connect RELAY, you have to connect it to I/O (programmable selectable input or output) page Output PGM Wiring.

Bell, Relay, Led Wiring
I/O could be programmable selectable as input or output in SERA2. If you use I/O as output, you should programmable disable it as input
in "inputs/ burglar alarm zones" window in SERA2.

3 Fastening

_/

O

)
/

o;

0

Figure 11 Fasten the base of the case

Figure 10 Remove the top lid Figure 12 Remove the PCB board

Fasten the base of the case in the
desired place using screws.

1.Remove the top lid.

2.Remove the PCB board.

3.Fasten the base of the case in the desired place using screws. DIN rail
standard.

Figure 13Fasten the base of the case

4 Installation

Qo (*3
This Installation & Programming manual provides the basic installation, wiring and programming information required to program the module Progate
and connect all third party devices to the module.

PROGATE User manual V-2022-04-28 11 |
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4.1 Power supply, Battery Wiring

g,

Power supply DC 10-30V AC 12-24V Max 0.2A. It is necessary to calculate max current of power supply. The current of the alarm system is the current
used by sensors, relays, siren and other devices. It is most convenient to use power supply source applied for power supply of security systems with the
option to connect backup lead battery. It is recommended to mount remote control relays into sockets. Sockets may be easily fixed in metal box. It is
necessary to select relays according to preferred voltage and current.

The example how to configure the module Progate for AC failure, restore function

[

zzg

852
z
AC 90-260V

PROGATE TPS12

!g Battery
=3~ . w
E?EEE?EE@I

| | black | T black ]
;eedl\nw red

Figure 14 power supply, battery wiring

means only one AC loss event will be generated within 10 minutes.

If you want to edit existing configuration,

Edit settings

File Setings Devices GJRead(FS]  JWrte[F6] @ Update About.
System Options Zones

You have to read it (press “Read” in the command line)

Write edited configuration (press “Write” in the command line)

How to set AC Failure zone

1. Go to “Burglar Alarm Zones” window in the SERA2 software.
Double click on the 4" row and enter the required parameters.

2. Set “Zone Name” text to “AC Power” in the window “Burglar
alarm zones”.

3. Set Alarm and Restore text. E.g. “Loss” and “Restore”

4., Select “Zone definition” to AC power loss

5. Wiring type NC

6. CID code is assigned (CID 301)

7. To eliminate short AC Grid disturbance. Set “Zone Speed”

time minimum 60000ms. It Means If AC loss time is more than 1min.
AC loss event will be detected.
8. Press “save” icon.

To avoid repeatable AC loss event generation, Max alarm count can
be set to 1 and “Event Repeat Timeout” can be set to 600s , it

oS Conmesctcrs | Setgs |
[ A o] _znweme | ZorsPardwasted | Oetvbion [-mlm'mu... wmlram'mﬂwmllwlmlssvmmmn[snslmmmm [A..mu..;wq
Outputs (PO [ |1 ZoneNamet1 oTMI, N1 (Entryxt) EOL 134 r v (4 Aarm 1 Texd Restore 1 Texd B
Adtomatonssensor []2 zonename2 oma,me tokowitercr o 1% s C| ® D w w 200ms (6003 Alem2Tet Restore 2 Text s Na
g:“:':-* 3 ZoneName3 0TI, UO1 nstartBurglary L 10 B v [ ¥ 200ms 6003 Aleem3Tedt Restore 3 Text 5 A
b g Pl SHEE one,i2 ACpoweross w EL 30 W[ B W B F 0m 60 Awmilen Restore 4 Text s wa]
Frawwe

Zane Name. cioss

S oo Double click on the line

Restore Tt Fesore v 7o

Zone Location n Hardware [0TW1, 102 =l

Zone Detetion |

werg ype | o—

Cantact D code: ﬁ

Zone sound T

Evert Repoat Tineout E‘

Max Ak Court —

Zone Alerm action FA -

Figure 15Burglar Alarm Zones

How to set Low system voltage trouble?

1.
texts.
2.

Itis possible to edit low voltage alarm, restore texts. Go to Sera2> GSM Communication> Custom SMS Text and edit alarm and restore

Go to Sera2> System Options> System Fault/ Troubles. Mark “Enable” near the Battery trouble field. , Set low system voltage alarm

and restore values. When low battery level will be reached, the system will send alarm message. Setting of the allowable number of the same
trouble event should be defined in the “Trouble Shutdown” field.

PROGATE User manual

V-2022-04-28
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@) sera2 =
File Settings Devices Rnd[FS] w:itg|Fﬂj @ Update About...

System
(General System Options | System FaulTroudles |oigial 10 Settings | System info |
UsersiAccess control
Burglar Alarm Zones -
Outputs (POM) I Trouble I &% c
Automation/Sensors 1_ Battery truoble ~ [m]
Evert Summary 2 Clock truobie 2 -
Eventy @ seraz ]
~RTTeq file Settings Devices [Read (5] ] Write [F6] @ Update About.. —
Firmw{ ystem Options
. A — | > | F | System Votage (Low Battery) settings
Lo BTl &L Low System Voktage Alsrm: s v
2 Restors. Restore -
3 Open Open System Voltage Restore: ﬁa.n v
4 Close Close
Evert Delay: feo s
Trouble Shutdown: 3
Giobal Tamper Recognition:
anhﬁmmmmlmwwzmmm:]

Figure 16 System Options> System Fault/ Troubles and GSM Communications> Custom SMS Text

Power supply TPS12 installation manual: https://topkodas.lt/Downloads/TPS12 UM EN.pdf
Power supply TPS12 : https://topkodas.lt/Downloads/GTalarm2 TPS12 AN _EN.pdf

4.2 Access control. Arming/Disarming methods

&, @
Arming process:

e If ready (no violated zone/tamper), the system will arm.

e If unready (violated zone/tamper is present), the system will not arm and provide a list of violated zones/tampers by SMS text message
to user phone number. In such case the user must restore all violated zones and tampers before arming the system. Alternatively, the
violated zones can be bypassed, disabled or a Force attribute enabled, and the tampers can be disabled when arming. The system initiates

the exit delay countdown intended for the user to leave the secured area.

Access control methods is defined in Sera2> User/ Access control window

[ Temporary access Date/Time window
RFID Keycard | WeybCode | ouT | armmisarm [Date en| Start Date Expiration Date

2018-07-0817:0221 2018-07-0817:.02:21

(@) sERAZ

File Settings Devices Read [F5] 3] Write [F6] @ Update  About..,

- System Options. Remate Control Users table

-~ GSM Communications:

| Usersisccess contral |

5M HE User Name [ e | User Tel, iButton Code

- Outputs (PGM) Mz T User 000000000000 0000000000 NONE r r
.- Automation/Sensors 18T User + 000000000000 0000000000 NONE T T

Figure 17Users/ Access control window

2018-07-0817:0221 2018-07-0817:02:21

Arm/Disarm by mobile, web app
Status:DISARM

E @ Tap the ARM, ARM (Stay), ARM (Sleep), DISARM in the mobile, web app> System window

& ARM

& ARM (Stay)
& ARM (Sleep)
& DISARM

Arm/Disarm by call

It is possible to arm, disarm the system and turn OFF the alarm by dialing the system's phone number from any of 800 available user phone
numbers The system ignores any incoming calls from a non-listed phone number .The phone call is free of charge as
the system rejects it and carries out arming/disarming procedure afterwards. If there is more than one listed user dialing to the system at
the same time, the system will accept the incoming call from the user who was the first to dial while other user (-s) will be ignored. To
disable/enable arming or disarming for certain listed user phone numbers, please mark near ARM/DISARM in the “Users & Remote control”

window

PROGATE User manual V-2022-04-28
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(@) sERA2
File Settings Devices [§] Read [F5]

System Options
GEM Communications:

Outputs (PGM)
AutomationiSensars

(3] write [F6]
Remote Cortrol Users table

# Update  About..,

1. Enter phone number
2-Setect th for remote-control-via-mol

3. Mark if it is needed to control the output via ified date and time i i
ed to e d date an Temporary access Dateiime window |
0 [En | User Name [ Tme [ ¥ UserTel [ iButton Gode RFID Keycard | Keyh Code | OUT | ARMIDISARM | MC [Date En] Start Date Expiration Date |
1 ¥ Master User +370 0A0D0O0S7D22 | OODOOODOOD | "+ ouTt W r | 2013-00-25 16:24:26 2018-02-25 16:24:26
T2 W zwvie User +370 000000000000 0000000000 - r|r 2019-02-25 16:24:26 2019-02-25 16:24:26

Figure 18 ARM/ DISARM by call settings

Arm/Disarm via SMS
- Enter user phone number in the Sera2> Users/ Access control list
a The system rejects the SMS text messages containing wrong SMS password even from a listed user phone number. To
= arm the system by SMS text message, send the following text to the system‘s phone number [USER 123456_030_ST]

030= command code (Change security system’s mode (ARM/DISARM/STAY/SLEEP)
ST = Security system mode 0-DISARM, 1-ARM ,2-STAY ,3-SLEEP

Arm/Disarm by keypad

To arm/ disarm the system by Wiegand Keypad, enter User/Master Code

To cancel the arming process: Enter the user/master code again during exit delay countdown.

Disarming the System and Turning OFF the Alarm To disarm and turn OFF the alarm, enter any out of available user codes or master code
% using the number keys on the keypad.

H ) sere
\‘ﬂ:h’] File Settings Devices [§]Read [F5]

System Options
- GEM Communications
e
~TnpUtSIBUrglar Alarm Zones
Outputs (PG
Automation/Sensors

] Wirite [F6]
Remaote Control Users tabile

@ Update  About..

. Enter keybutton code
Sefectthe-output-for remote-control-viakey!

code:

Mark if it is needed to control the output via fied date and time

Temporary sccess Date/Time window

Figure 19 ARM/DISARM by keypad settings

Arm/Disarm by iButton key
To arm or disarm the system and turn OFF the alarm, touch the iButton key reader by any of 800 available iButton keys. When the iButton
is touched to the iButton key reader for arming/ disarming, the system will proceed arming/ disarming process.

Fiéufé 20 ARM/DISARM by iButton code settings

o) SERAZ
File Settings Devices %] Read [F5]
System Options
GSM Communications
m_seremccess cortrol
npuls/Eurlar Al Zones
Outputs (PGM)
Automation/Sensors

D [En | User Name [ e | UserTel— | iPuttonCode | RFIDKeycard [ KeybCode | LT | ARMDISARM | MIC [Date En] Start Date: Expiration Date |
1| aster User +370 04000003707 O00TOOON =t ouT1 3 r | 2019-02-2516:24:26 2018-02-25 16:24:26
Tz |V |zivie User +370 000000000000 0000000000 - rlr 2019-02-25 16:24:26 2019-02-25 16:24:26

r

PROnlE - UpEe Aemk 1. Enter iButton code. iButtons must be f mily2
Remote Control Lisers table 7 Select the oulpul Tor T Iviz k i
3. Mar| needed to control the output v acified date and‘iil*m — Temporary access Date/Time window |
D [En | User Name [ Tyee [ Buttoncode | RFD Reyoard | weyweoded} ouT [ sRmoisarm | mic [Date En| Start Date Expiration Dete |
A1 W master User - D00000FBCS 28] [ ourt 3 C 2190225 162426 2019-02-25 16:24:26
(2 @ zvie User 00000000000D 0000000000 ourz r sll= 2G-S 162426 2019-02-25 16:24:26

\\ Arm/Disarm by RFID key card, keyfob
- To arm/ disarm the system with RFID keycard, touch 1 of 800 RFID keycard to the Wiegand keypad. When the RFID keycard is touched
to the reader for arming/ disarming, the system will proceed arming/ disarming process.

Refer to: Users & Access Control programming details. And

Refer to: DISARM /ARM/SLEEP/STAY the security system

42.1

T @

Wiegand keypad specifications:

26bit Wiegand (Default);
8bit key press code

PROGATE User manual

Wiegand Keypad & RFID Card Reader, iButton Probe Wiring

Maxim-Dallas iButton keys (iButton DS1990A — 64 Bit ID)) can be used to ARM/DISARM security
panel or control selected output. Up to 800 iButton keys can be assigned to the system.
The First iButton key may be learned (recorded) by touching it to the reader. Without the need to send
any SMS. The system will notify about successfully recording of the key into memory by shortly beeping
twice via buzzer. The system will automatically assigns control function (ARM/DISARM).
The first key is the main key (MASTER) The total length of the bus up to 100 m. Depending of cable
quality, and environment noise. If LED is without resistor. External 4.7k — 10k resistor required.

14 | EY
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Figure 21 Wiegand keypad wiring

4.2.2

First steps:

Connect iButtons or RFID reader to the module.
Insert SIM card;

Screw GSM antenna;

Connect power supply;

Connect the module to the computer.

3 YouTube™  Nttps//youtu.be/VojAGa33rBY

If you want to edit existing configuration,

. You have to read it (press “Read” in the command line)

. Edit settings

PROGATE

62T Tog
A 12200 Rrvar o
Wi 024 o

iButton probe

N

+12v
Orrange

4,7k - 10k

System state

Configurations methods:

. Write edited configuration (press “Write” in the command line)

Start automatic learning mode via mini USB cable (Sera2 software).

Go to Sera2> System Options> General system Options.
Select Dallas 1- Wire Bus (for iButton keys)

Press “Write”

Press "Start iButton/ RFID/ Phone programming mode.
Go to Sera2> Users/ Access control window.

Touch RFID keycards, iButton keys to the reader.

RFID keycard, iButton key numbers will appear in the list.
Go to System Options> General system Options and

Press "Stop programming" or wait until it will stop automatically.

Edit setting in the Users/ Access control window.

Press "Write"

Go to RT Testing & Monitoring> Hardware.

Press "Start Monitoring"

Go to RT Testing & Monitoring> Security Alarm Panel/ Access

PROGATE User manual

Figure 22iButton connecting diagram

Enter iButton, RFID, Phone numbers to the memory of the module

DS18b20

470-4700 uF

DS18b20

470-4700 uF

CZ Dallas Reader

CZ Dallas Reader

Figure 23 iButton connection diagram

Start automatic learning mode via mini USB cable (Sera2 software).
Start automatic learning mode via SMS command INST000000 063 1
Enter Keycard numbers manually via mini USB cable (Sera2 software).
Start automatic learning mode remotely via Sera2 software.

(%) SERA2 [FROGATE]

S File &

< GEM Zumrunicions
i-Lsersiioress contrzl
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Start automatic learning mode via SMS command INST000000 063 1

Send SMS message: INSTO00000 063 1

You will receive the message: iButton/RFID/Caller ID Learning )
Mode is Swithed ON S File Sy Settings 2 Devices s'ﬂ Read [F5] _'*]Wril: [F&] B Upcate “\'t}i-elp
Touch RFID keycards to the RFID reader. r ! SR

Sent the message: INST000000 063 0 GsM o awcation: [ Genralyster Opins | systam FsutiTroutles | System iz

: : . . zersibecess control
You will receive the message: iButton/RFID/Caller ID Learning noutsBurglar ferm Zone2

() SERA2 [FROGATE]

Syshem Oulivi ¥

Mode Stopped Gutpes (PGM) Olyect Name: [oeyens Niame
AltomationSersors .
SMTIAFP Text Chee set | atir (160 SMS syrholz) l]
INST000000,_063_S| f:::f‘“:;‘ ald N —
INST = Install. Configuration of the parameters. RT Testing&Montaring ‘
000000= Installer's password Firmwere InssaRer; w32/ - (6 symbois)
= Space character SMS Lis=r Passwiord A (A awnhns)
063= command code (iButton keys learning/deleting mode) User Accass Code Format: [17oms <]
.= Space character 330 erurtch Zore Mo T
S=iButton keys entering/deletion mode. (=) & bkt b
0- Disable iButton keys |earning mode, (Y A 9 Digilal KC D1 |33II€:1-';WeBui CS193024 01 8620 ... -"
1- Enable iButton keys learning mode, D

2-  iButton keys deleting mode, — . .
Delete these keys from memory, which will be touched to the ' Before activating the RFID learning mode via SMS, the module
reader. must have the appropriate System Options> General System
Options settings

Enter Keycard numbers manually via mini USB cable (Sera2 software).

Go to Sera2> System Options> General system Options. (8) $ERA2 [FROGTE]
Select Dallas 1- Wire Bus (for iButton keys) 2%l S Settings 3 Oeviees G Resd[FS] (3] Writs [F6] @ Upcate nbelp
Press “Write” o o | mm .
a: e _1 £ e = Inta
Go to Sera2> Users/ Access control. oo ot | o e P Toithe | Sien |
. Itz Burelar Asrm Zones )
Enter RFID keycard, iButton key numbers ores (PEVD et Hame [ e
Edit other settings Aullon alionSer sors SIMEIAFP Tesdt Cherset [Fetin 160 sms syreois) =]
Pl’ess "Write" Evad Sunmary
Fvents Log S Card PIN: [
Go to RT Testing & Monitoring> Hardware ET Teclingsitontorine eeealer Prsseord [=e Eaminn
Press "Start MOI’]itOI’ing" S Linsr Password: == (5 aymbos)
Go to Security Alarm Panel/ Access" User Acssss CodeFormet: 4 -Cidte =
Touch the keycard to the RFID reader and iButton keys a0 repeicn Zcne o Fuiseise -
to the probe % ) [ oistst v 01 [oslies 1-0dre Bus DS10RCATSI020 .. <]

) SERAZ[TROCATE]
[B[File Dy Settings o3 Devices FJResd [FS] [ Writs [P Update Sy Help

- Systen Options Ffemole Coiral Users shiz
- B3M Conmunica ons = | A~cess Sheoules | Heldavs
5M0y s Lsers | A-cess Shesules | Helday:
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Start automatic learning mode remotely via Sera2 software.
(A} SERAZ [PROGATE]
Start Sera2 software 8y Seitings 5 Devices [§]Read [F5] (§]Write[F6] ) Updste @y Help
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Press "Start iButton/RFID/Caller ID Learning Mode" User dccsss Coda Fof | Pt s . R Ao |
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Refer to: Users & Access Control programming details.

4.3 Outputs

T @

The module Progate has:

1 open drain (1A) output: RELAY. The output can be used for siren, relay, and lamp connection. This outputs can be controlled via short call or
SMS. Output operation algorithms: Automation /CTRL, Siren, Buzzer, ARM state, Zones OK, Light Flash, inverting, pulse mode. Max current —
(-V) 1000 mA.

2 open drain (20mA) outputs: 1/01 (20mA)... 1/02 (20mA). These outputs can be used for solid state relays, LED, to control devices up to
20mA.

1 output: D1 (10mA, Max Voltage 3,3V) for LED, solid state relays control. ! Max voltage 3,3V

All outputs can be controlled via short call DIAL, SMS message, mobile, web app. This feature may be used for gate opening

Output alarm parameters may be programmed.

Programmable algorithms for outputs operation: CTRL/SMS/DIAL, SIREN, BUZER, ARM state, Zones OK, Light Flash, inverting, pulse mode

The output toggles to its set up state when a specific event has occurred in the system. The output can be used to open/ close garage doors,

activate lights, heating, watering and much more.

i

be

43.1

Each output has a name that can be customized by the user. Typically, the name specifies a device type connected to a determined
output, for Example: Lights

If the output is not in used, it must be disabled. Once the output is disabled, it can no longer be turned ON or OFF unless it is
enabled again.

It is possible to instantly turn ON an individual output for a determined time period and automatically turn it OFF when the time period
expires.

Output PGM wiring. Bell, Relay, Led Wiring

Output switch to ground when activated from the module. Connect the positive side of the device to be activated to the VD+ terminal. Connect the negative
terminal to the selected output.

1.

Connect devices to the selected outputs as shown in the figures below. For sound signaling we recommend to use siren DC 12V up to 1500mA.
It is recommended to connect the siren to the system by using 2 x 0,75 sq. mm double insulation cable. Auxiliary BUZZER is recommended to
be installed inside the premises not far from the entrance. Buzzer operates together with the main siren also when the system starts calculating
the time to leave the premises and the time till alarm response of the security system after entering the premises (see clause 7.1). It is possible
to use buzzer of hit point PB12N23P12Q or similar modified piezoelectric 12V DC, 150mA max Buzzer)

PROGATE  PROGATE ~ PROGATE

Be 1030V |
AC 12.24v, RELAY o
Max 024

QO
sol M7l
2986800
(WA A7)
Kk
A A e
b A
Figure 25 Bell, buzzer connection to 1/01, 1/02 Figure 24 Relay connection to, 1/01, I/02 " o *
Output mode: timer, steady, pulse count. Figure 26 LED connection tol/O1, 1/02

The output action can automatically switch ON or OFF under the following conditions:

System armed or disarmed, -

Alarm begins or stops, -

Temperature falls below the set MIN value,
Temperature rises above the set MAX value,
Zone violated, Zone restored.
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The user can also set a custom text, which will be sent by SMS text message to user phone number when the automatic PGM output action is

carried out.
Set output’s parameters step by step: ) seraz
1. Open SERA2 > Device >Progate> Outputs File Seftings Devices [#]Read|(F5] [§]Write(F]  # Update About..
i System Options Outputs
2. Enter the reqw'red pargmeters. i GSM Commurioations D[ Ouput Location n Herdware | Output Label Oul definion Mode | out Timer [ invert [ Putsating [ Puise ON Time | Puise OFF Time
3. If the output is not in used, it should be pereiheess okl 1 ~Jour Automation 8 Access  Steary s T | T 100ms 100m
dlSabIed 2 |GTM1, W01 (148) ouTz Automation & Access Steady 1w0s [ rC 100ms 100ms
AN pita? | AdomafonSenTars 3 GTH, li02(14) outs Augomation & Access  Steady ws | T 100ms 100ms
4. Press “Write” icon. Event Summary 4 |GTH1, D1 10mA, Max Vollage 3.3V OUT4 Automation 8 Access  Steady w0s r 100ms 100ms
Events Log

~RT Testing&Monitoring
Firmware

Figure 270utputs (PGM) window

If you want to edit existing configuration,
. You have to read it (press “Read” in the command line)
. Edit settings
. Write edited configuration (press “Write” in the command line)

4.3.2 Control Outputs via SMS

Activate or deactivate selected output N.

021= command code (Activate or deactivate selected output N)
N = output nhumber

ST= output mode: 0 — deactivated output, 1- activated output

[USER123456_021 _N#ST]

4.3.3 Control Outputs via short call, iButton, RFID

4.3.4 Control Outputs via app

4.3.5 Output programming

T
u VOUTUbe Output pulse counter https://youtu.be/V9vt10g-08Q

How to send commands to generate various pulse  https://youtu.be/KGvpfa38iUo

u YouTube " lengths (5s, 10s)

Quick start outputs

Install SERA2 software. For more information look at SERA2 Uploading/Downloading Software
Connect the module to the computer via mini USB cable. Device> Progate

Go to Outputs (PGM) window in the SERA2 software

Parameters of the selected output should be set:

NS

output operation description (OUT definition): disable, bell, buzzer, flash, system state, ready, automation/ CTRL, AC OK, battery OK, ARM/ DISARM,
alarm indication, lost primary channel, lost secondary channel, fire sensor, RH sensor trouble.

5. State type: flash, timer, steady mode.
6. If necessary output operation might be inverted.
7.

Write configuration by pressing write icon

@) SERAZ

File Settings Devices [|Read[FS]  [§]|Write [F§] @ Update About..

- System Options Outputs

- GEM Communications D|  Output Location in Hardware | Output Label Out definition Mode | Out Timer |Invert | Pulsating | Puise ON Time | Pulse OFF Time |
- Usersitceess contral I[1 o, RELAY ouT1 Access Gained Steady 108 [ r 100ms 100ms
- Burglar Alarm Zones — 2 GTMI O A ouT2 Automation & & Stead 10 - [ 1001 1000

B Cutpts (pon) I (B O (18) omation & Accass eay 5 ms Ims
- Automstion/Sensors 3 GTM1, HO2(14) ouT3 Automation & Access Steady 10s [ r 100ms 100ms
- Event Summary 4 |GTM1, D1 10mA, Max Yoltage 3.3vIl OUT4 Automation & Access Steady 10s [ r 100ms 100ms
- Events Log

- RT Testing&Manitoring

- Firmwvare
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Figure 28 Outputs (PGM) window

If you want to edit existing configuration,

You have to read it (press “Read” in the command line)

Edit settings

Write edited configuration (press “Write” in the command line)

X Output ON
Outputs can be set as timers.
1. V\_/hen“ o_utpu_t is activated for “Out Output state Output OFF
Timer” time interval, ] ]
2. Relay contact start changing state Pulse time ON Pulse time ON
from ON (pulse time ON) to OFF
(Pulse time Off)
3. This cycle will repeat until output is .
. Output |
deactivated. Lpe sleha

Bell: Output for connection of audible sounder (siren). After the alarm
system actuation a continuous or pulse (fire) signal is generated.

Pulse time OFF Pulse time OFF

ARM/DISARM: Output for connection of light indicator of the alarm
system status. When the alarm system is on a continuous signal is

Alarm generated.
ARM DISARM
OFF Open | Open
OFF

Bell Bell ime

< > ARM/DISARM
ON

ON Close

Buzzer: Output for connection of audio indicator. After the alarm system
activated a pulse signal is generated within Exit Delay time, and continuous
signal - within Entry Delay time or when the alarm system is disturbed.
When the alarm system is turned off, operates like keyboard buzzer.

Flash: Output for connection of light indicator. When the alarm system
is on, a continuous signals generated, and if the alarm system is
disturbed - pulse signal. Signal is terminated by turning off the alarm
system.

Command - ARM Command - DISARM Command - ARM Alarm
Open Close OFF —9pen { Open
OFF
Buzzer Flash
ON ON Close
Exit Delay Entry Delay
Remote Control: Output designed for connection of electrical devices Remote Control b) control by phone call
which will be controlled by SMS message or phone call a) control by SMS
message Dial
SMS OFF—
OFF —] Remote Control
Remote Control Pulse
Pulse ON
ON
Dial 1 Dial 2
SMS 1 SMS 2 OFF—
OFF —] Remote Control
Remote Control Level
Level ON
ON

System State: Output for connection of light indicator of the alarm system
status. Within Exit Delay time a pulse signal is generated, and when the

AC OK: Output for connection of indicator about control panel supply
from alternating current

alarm system activated — continuous. Signal is terminated by turning off the AC OK AC OK
alarm system. OFF
OFF Open Open AC OK
System State ON AC Lost
ON Close

Exit Delay
«—

Ready: Output for connection of light indicator of input statuses. If all zones
are clear (none violated), a continuous signal is generated.

PROGATE User manual V-2022-04

Battery OK: Output for connection of indicator about control panel supply
from battery.
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OFF_Zone Fau It Battery OK Battery OK

OFF
Ready Battery OK
ON Zone OK ON Battery Lost

Alarm indication: Output for connection of light indicator showing alarm  Lost Primary Channel: Output where a continuous signal is generated
status of the alarm system. After the alarm system actuation a continuous when communication with primary channel was lost.

signal is generated. Lost Primary Channel Restore Primary Channel
Alarm
Open Open OFF ——— 4

OFF ————

Lost Primary
Alarm Indication Channel
ON Close ON
Bell Time

Fire Sensor Reset: Output for reset of fire sensor operation. Its status Lost Secondary Channel: Output where a continuous signal is

changes 5 sec. and returns to the initial one. generated when communication with secondary channel was lost.
Fire Sensor Reset Lost Secondary Channel Restore Primary Channel
OFF—J' OFF
Fire Sensor Loséizﬁzg?ary
Reset
ON
ON
5 seconds R
4.3.6 Access control output with logging
If you want to edit existing configuration,
. You have to read it (press “Read” in the command line)
. Edit settings
. Write edited configuration (press “Write” in the command line)
Set output definition to [Access Gained] . Sera2>Outputs
(@) SERA2
File Settings Dewvices 31 Read [F5] }erite [F8] # Update About..
- System Options Outplts
-~ GSM Communications 0|  Output Location in Hardware Output Label || Out definition Mode | Out Timer | invert | Pulsating | Pulse oN Time | Pulse OFF Time
j -usersificoess cantrol I[1 o, RELAY ouT1 sccess Gained] v|  Steady 10s r 100ms 100ms
o Burglar Alarm Zones = -
:W 2 GTMI, IO1(14) ouT2 Disable Bady 1w0s [~ r 100ms 100ms
; T Bell
AutomationSensors | |3 oM, 1o2(14) ouT3 Buzzer 2acly 10s| [ r 100ms 100ms
-~ Event Summary | 4 GTM1, D1 10ma, Max Voltage 3.3%10 OUT4 Flash eacly 108 [ N 100ms 100ms
-~ Events Log System State
- RT Testing&Monitoring Reacy
i... Firmware Automation & Access Contrd
AC OK
Battery OK
ARMDISARM
Alarm Indication
Lozt Primary Chanel
Lost Secondary Chanel
Fire Sensor

Figure 290utputs (PGM) window

This output could be controlled as fallowing:
- If the user has right to ARM/DISARM system, it always has access to this output.
- If the user has not the right to ARM/DISARM the system (field near ARM/DISARM is not marked (Sera2> User/ Access control)), the
user can access this output only if system is Disarmed.
(5) SsERa2
File Settings Devices [F] Read [F5) [§] Write [F6]  # Update About..

System Options Remate Control Users table
GSM Communications

Temporary access Date/Time window I
Usersif: ortrol
m 10 [En] User Name Type User Tel. iBution Code RFID Keycard | KeybCode | oUT | ARMIDISARM |Date En| Start Date Expiration Date |
Otz POM) M~ User . 000000000000 | 0000000000 *++*** NONE 2 B 2015-07-08 17:0221 2019.07-0317.0221
Automation/Sensors 2 [T User * 000000000000 | 0000000000 NONE r r 2019-07-09 17:0221 2019-07-0917.02:21
Event Summary 3 | C User . 000000000000 | 0000000000 NONE r r 2019-07-0917:0221 2019-07-09 17.0221
Events Log a 1lea) - ANANNNNANNNA ANNNNANNNN NORE r r 2MMQ N7 N AT MO NT NQATA>M

Figure 30User/ Access control window

- If access is granted by user, 421 event Access granted is stored into the log. If not Access denied event 422 is stored to the log (Sera2>
Events Log)

PROGATE User manual V-2022-04-28 20 |



- if output will have definition [Automation / CTRL] it also can be controlled by user in any way but it will not generate 421 and 422 events

Event log e.g.

1853 Event:1234:1:401:01:001 Time:2017-08-20 14:42:36  Note: , Open by User, User:001, Name:Master
1852 Event:1234:1:422:00:001 Time:2017-08-20 14:41:41  Note: , Access Gained by, User:001, Name:Master
1851 Event:1234:1:406:01:001 Time:2017-08-20 14:41:27  Note: , Cancel, User:001, Name:Master

' Outputs can be controlled in Outpus> Out definition> select “Access Gained”
.
() SERAZ [PROGATE] - ] x
[S)File £y, Settings .z, Devices [If] Read [FS]  [§] \Write [Fé] W Update {yHelp
- System Options Outputs
- GSM Communications |  OuputLocationinHardware | Ouputiabel | Out definition Made | Timer |invert | Puisating | oNTime | oFF Time | count Jinput &
Usersriccess control X1 PROGATE, RELAY ouT Socess Gained| | Steady 10s| [ 100ms | 100ms| O Wi
InputsBurglar Alarm Zones | -
Outputs (PGM) 2 |PROGATE, 01(1A) our2 Disahie ady 108 r 100ms  100ms O Mg
AudomationSensors 3 PROGATE, 102(14) ours - by | 10s [ [ 100ms  100ms 0 | N
Event Summary 4 PROGATE, D1 10maA, Max Voltage 3.0 0UT4 Flash eacly 108 [ r 100ms 100ms u] iz
Everts Log System State
- RT Testing&Monitoring Ready
Fitmvvare Automation & Access Contrs
A OK
Battery O
ARM Mode
Alartn Indication
Lost Primary Chanel
Lost Secondary Chanel
i Fire Sensor
RH Sensor Trouble

STAY Mode
SLEEP Mode

8. If you need to control outputs by short call or SMS, go to Sera2> Users/ Access control window and enter phone numbers of users, who will be
able to control selected outputs via free short call.

(@) seraz
File Settings Devices [FfRead [FS] 3] 'Write [F6]  # Update About..
System Options Remote Control Users table
GSM Communications Temparary access DatelTime window |
HE User Name | Type User Tel. ButtonCode | RFDKeycard | Weybcode | ouT | ARMDISARM [Date En| Start Date Expiration Date |
Outputs (PGM) |17 r User 000000000000 0000000000 NONE r r 2019-07-09 170221 2018-07-0917:0221
Automation/Sensors | |8 |T User O 000000000000 0000000000 NONE r r 2019-07.0917:02.21 2019-07.0917:02.21

Figure 31Users/ Access control window

9. Write configuration by pressing write icon
e In order to control big power alternating current equipment, it is comfortable to use solid state relays.

Refer to: Qutputs. Bell & PGM programming

4.4 How to set clock synchronization?

If you received SMS messages with wrong date/ time, you need to set clock synchronization correctly

You can select clock synchronization via:
GSM modem
. (If you will not use mobile app and cloud service)
Cloud Server
. (If you will use mobile app)
. SIM card must have data available
. Insert the SIM card in your smart phone and check is the internet available

Or disable clock synchronization

Clock synchronization via GSM modem
. Go to SERA2> System Options> General System Options
. Set Clock synchronization via GSM modem
. Press “Write” in the command line
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(8) SERAZ [PROGATE] *
SJFile Sy Settings . Devices 5] Read [F5] ] Wite @ Update i Help

System Options [System
|General System Options | System Faut/Troubles | System Info |
UsersiAccess control = o Ton
m‘mldu o Sym Options System Timers
Outputs (PGM) Object Name: [Object Name Test Time:
A“"E omation/Sensors SMSIAPP Text Charset [Latin (160 SMS symbols) v| | Testperion
Everts Log S Card PIN: I""' Entry Delay
RT TestingSMonitoring —_—
Fimrware Installer Password: | (6 symbols) Exi Delay:
SMS User Password I“'“’ (6 symbols) Bed/Siren Cut-off Timer:
User Access Code Formad: I‘-Ws vI Time Zone:
Keyswitch Zone Mode: IPutse&lye - | Daylight saving time:
W (13%re Bus) [Dabas 1-%fre Bus DS1990ADS1EH20 .. |

Clock synchronization:

Figure 32SERA2> System Options> General System Options

Clock synchronization via Cloud server
. Go to SERA2> GSM Communication> SERA Cloud Service
Enable SERA Cloud Service

Figure 33 SERA2> GSM Communication> SERA Cloud Service

. Go to SERA2> System Options> General System Options
. Set Clock synchronization via Cloud Server
Press “Write” in the command line

Figure 34 SERA2> System Options> General System Options

PROGATE User manual V-2022-04-28

() SERAZ [PROGATE]
\S) File T Settings g, Devices Read [F5] Write [F6] @ Update i Help
¢~ System Options Event Reporting/Communication
- |GSM Communications SMS/DIAL reporting | Custom SMS Text | GPRSAPTCPAIDP | CMS Reporting |SERA Cloud Service
- Usersisccess control
~Inputs/Burglar Alarm Zones
- Outputs (PGM)
- Automation/Sensors Enable v
- Event Summary
Everts Log IP or Domain: Icloud‘topkn:ldas,ll
- RT Testing&Monitoring i I_1 0000
L. Firmware Remote Port:
.wp Kelf: Iﬂt!'ﬂtt
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(8) SERA2 [PROGATE)

— m]
, Settings oo, Devices  [§] Read [F5] ] Write [F6] 1 Update {{ Help
System
ommunications General System Options | System Fault/Troubles ] System Info |
Usersisccess control
i T
InputsBurglar Alarm Zones Syshem Options System Timers:
Outputs (PGH) Object Name: [object Name Test Time: 330 hhomm
Automation/Sensors " i
Evert Summary SMEARE Text Charset [Latin (160 SMES symbals) w||| TestPerio fi [pays ~]
Events Log SIM Card PIN: - Ertry Delay |15 £l
RT Testing&Monitoring "
ianan . o

Firmware Installer Password: (6 symbols) Exit Delay: ! s

SMS User Password. (6 symbols) Bell/Siren Cut-off Timer: I‘I20 S

User Access Code Format: 4 - Digits - | Time Zone: I(GMT: +2) LI

Keyswitch Zone Mode: Pulse/Edge - | Daylight saving time: v

1W (1 -Wire Bus) [Duﬂs 1-Wire Bus DS1980A/D518020 ;I

I Clock synchronization: :I-Jud Server -
[ ] . — =5 ants Flf ft; =t i

If you want to edit existing configuration,
. You have to read it (press “Read” in the command line)
. Edit settings
. Write edited configuration (press “Write” in the command line)

(%) SERAZ [PROGATE]

S| File T Settings g, Devices Read [F3]  [g] Write [F6] W Update (@ Help
s Satstam Owtions ooatstem

Figure 35 SERA2 Command line

4.5 Inputs

The module Progate has:

e 2 analog inputs (Inl, .In2 (0-30V)) for analog sensors connection. Or can be used as security system's zones with selectable type:
NC/NO/EOL/EOL+TAMPER.

e 2 programmable analog inputs (I/O1, 1/02(0-30V) for analog sensors control or using as security system's zone with selectable type:
NC/NO/EOL/EOL+TAMPER

Wiegand interface, RFID reader, Keyboard.

. 1 programmable digital inputs (D1(Max voltage 3.3V)) used for:
o Dallas 1-Wire Bus. To connect temperature sensors DS18b20 or iButton key DS1990A,
o  Aosong 1-Wire bus Humidity Sensor AM2302, DHT22, AM2305, AM2306,

45.1 Humidity sensors AM2302/DHT22/AM2305/AM2306/AM2320/AM2321

€ YouTube " Quick start humidity sensor AM2320 https://youtu.be/CwXUOCbOrTQ

Module should work with following sensors: Aosong 1-Wire bus Humidity Sensor AM2302, DHT22, AM2305, AM2306. Also a new smaller sensor
exists AM2320 & AM2321.

Table 6 Sensors AM2302, AM2320/AM2321 specification

Manufacturers' Specification

AM2302 AM2320/AM2321
Operating Range 0-100 0-100
Absolute accuracy +3% (10-90%) +3% (10-90%)
(%RH, 25°C) +5% (<10, >90%) +5% (<10, >90%)
Repeatability (%) +0.3 +0.1
Long term stability
(% per year) 05 0.5
1/e Response (sec) 5 5

3.1-5.5(AM2320)

Voltage supply (V) 3.3-5.5 2.6-5.5(AM2321)
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The table lists values taken from datasheets. The Aosong data sheets do not specify maximum tolerances for most parameters, just ‘typical' values. It
would therefore seem that any particular device is not guaranteed to meet these specifications. For all the other devices the numbers above are the

maximum tolerances and most also offer better 'typical specifications.
Each AM2302 sensor connects on separate bus line to digital input D1 (Digital I/O D1 in Sera2). Total up to 1 AM2302 Aosong (Guangzhou) humidity

sensor could be connected to Progate
Steps to start AM2320 and AM2302 sensors:

PROGATE 1210 = i
= ooo
= oooog [
= ooog [~
U oooo [~
— . -
T3 ]_“j_]—-- |t —— ;: :]._1—h-— —— N
e — [
Figure 36AM2320 connecting diagram
i 7 =X i
o s - |
aga —x
=
=
="
-
!
D23«
Figure 37 AM2302 connecting diagram
1. Connect AM2320 or AM2302 to the 1W according connection diagram.
2. Connect the module to the computer and connect the power supply.
3.  Start free configuration program Sera2
If you want to edit existing configuration,
. You have to read it (press “Read” in the command line)
. Edit settings
. Write edited configuration (press “Write” in the command line)
V-2022-04-28 24 |
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4. Sensor's type should be select in the Sera2> System Options> General System Options window. Set 1W (1 Wire Bus) to Aosong 1- wire bus
humidity/ temperature sensor....

{8) SERA2 [PROGATE) - o »
|F)File 2 Settings o Devices ] Read [FS]  [§] Write [F6] 8 Update {hHelp
System
USH Communicetions System FautfTroubles | System info |
Usersiiccess control 2 .
Kol Burgler Alarm Zoneg | [[2) 10T CRians Systen Ners
Outputs (PGM) Object Name: |object Name Test Time: 1330  hhmm
Automation/Sensors
F—y SMSIAPF Text Charset |Latin (160 SMS symbols) ||| TestPeriod f1 [psys =]
Evertts Log S Card PN e Entry Delay |1s s
RT Testing&Monitoring —
P Installer Password: [ (6 symbols) Ext Delay: [20 s
SMS User Password: f""" (6 symibols) Bel/Siren Cut-off Timer: |1 20 s
User Access Code Format: [4 - Digits vI Time Zone: f(amT. + 2) -

Keyswitch Zone Mode: 'PulsaEng - I Draylight saving time: ¥

I 1W (1-Wire Bus) I

Digtal lnput  (Macc. 3.3V
Digtal Cutput (Max, 3.3)

Clear Events Bufer after reset i dre bus dity/Te ture Sensor DHT22/AM2301 JAMY
Door Chime
Bedl Sguawk on ARMDISARM
Ao - e r Set Moduie Time from PC | Read Mockile Time |
e stop programming ||| PC time: 2020-07-29 12:32:43 Wednesday
Fasst Davice Panel Time:

Figure 38 System Options> General System Options

Write configuration, by pressing “Write” icon

After module starts, wait a minute while sensor will be found on the bus.

Read configuration, by pressing Read icon

Go to Sera2> Automation/ Sensors window. The sensor will appear in the list automatically.
Double click on the selected sensor’s line.

10. Set other parameters of the sensor MIN, MAX values Units etc.

11. Write configuration to module

4.5.2 Analog inputs 0-30V

©CoNo O

Steps to start analog sensors:
P RO GAT E 1. Connect analog voltage sensors to 1/01, 1/02, according connection diagram.
A E - M) ianien 2. The analog inputs can be used as security system zones or analog sensors.
-
1. If analog inputs sensors is not in use, the inputs should be disabled in “Zones” or “Sensor” window.
2. Analog sensors should be calibrated and parameters should be set in the Automation/Sensors window.
Sera2> Automation / Sensors. Sensors calibration is possible by changing multiplier, offset.

Reffer to Automation/Sensors (Automation/Sensors/Analog Inputs) Programming in SERA2
0-30V Software
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3. When all changes has been done, the configuration should be written to module, by pressing write icon.

(&) SERA2
Figure 390-30V sensor connecting diagram File Settings Devices []Read([FS] g Write [F6] @ Update About.
(@) SERAZ
Douple click on the selected line
File Settings Devices gn«d[ﬁl m_wmell'ﬁ QUpdm
System Options i
GSM Communications 0| Sensor Name/]| Senzor Hardware D [unit [RT vaie| Max vaisms | vinvais
UsersiAccess control 1 Humidity GTMI Jrput O 1 Wire DHT22 RH, Humidity RH% M 0 5
xw |2 remper GTMI Jrput D1 1-4Wre DHTZ2 Temgersture | °C MU ) 5
|| 3 3 Sensor Dizabled *C MEA 30 s
STy [} Serrores EOTTT v % s
Events Log [ |5 sensorhames  Sensor Disabled < e EY 5
RY Testing&hontoring [ |6 sensorMames  Sensor Disabied < HiA 0 5
Firmware || 7 sensormame 7  Sensor Disabied < nm 0 5
8 |SensorName8  Sensor Dissbled T e EY 5

Figure 40 Automation/ Sensors window

4.5.3 Temperature sensors Dallas 1-wire DS18b20 installation & recommendations

Q.

The DS18B20 digital thermometer provides Applications/Uses
12-bit Celsius temperature measurements. MAXIM
The DS18B20 communicates over a 1-Wire 18820 @ e  Consumer Products
Each DS18B20 has a unique 64-bit serial 123 e Industrial Systems
code, which allows multiple DS18B20s to BoToMne e Thermally Sensitive Systems
function on the same 1-Wire bus. Thus, it is e  Thermometers
simple to use one to control many e  Thermostatic Controls
DS18B20s distributed over a large area.
Applications that can benefit from this Key Features
feature include HVAC environmental e Measures Temperatures from -55°C to +125°C (-67°F to +257°F)
controls, temperature monitoring systems «  +0.5°C Accuracy from -10°C to +85°C
inside buildings, equipment, or machinery, 00 g e Each Device Has a Unique 64-Bit code.
and process monitoring and control PRI
systems.
Figure 41DS18b20 sensor

453.1 Wiring Dallas 1-wire DS18b20

1. Connect 1-Wire sensors DS18b20 to D1 according connection diagram.

470uF...4700uF
—

DATA
PROGATE %
N
<
com
Temperature
| i sensor DS18b20

Figure 42DS18b20 connection with long distance UTP or FTP cable

2. If you need to connect more sensors to the same input, connect them as a star or serial. Each line should be separated by 82-120 Ohm
resistor
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PROGATE T ™ toom ] Senor1 0510020
82-120 Ohm 100m li Sensor_2 DS18b20

/\/\/\/ max m line D -
Bzmm max 100m line n Sensor_3 DS18b20

Figure 43 Star connection

' The resistor must be as close as possible to the contacts of the module Progate.

Using cat 5 cable is best and will make it easier to maintain a working 1-wire network when you expand and add more sensors. The data and
ground should use one twisted pair, for example blue/blue-white. A single wire from another pair is used for the 3.3 volt supply.

Don't double up wires on the assumption that this lowers resistance and is a 'good thing', it actually alters the impedance of the network and makes
it less reliable. All unused wires in the cat 5 cable should be left unconnected (don't connect them to ground).When running a 1-Wire bus, Dallas recommend
that you use an unshielded Cat5 cable for the bus. Do not use shielded cable as the capacitance increase will upset the network.

If you intend to have a large 1-Wire network, it is important that you design the network correctly, otherwise you will have problems with
timing/reflection issues and loss of data. You must connect each sensor to a single continuous cable which loops from sensor to sensor in turn (daisy
chain). This will reduce potential miss-reads due to reflections in the cable. Each sensor should have a maximum of 50mm (2") of cable connected off this
main network. Even when using this method, connecting more than 10-15 sensors will still cause problems due to loading of the data bus. To minimize
this effect, place a 100-120Q resistor in series in the data line of each sensor before connecting to the network. The total length of the bus up to 100m.
Depending of cable quality sensors number on bus, and environment noise. There is possibility to connect up to 32 devices.

Begin the installation by mounting additional devices in the cabinet using the stand-offs provided, then mount the cabinet in a dry, protected area
with access to unstitched AC power. Install hardware in the sequence indicated in the following pages. Do NOT apply power until installation is complete.

o All circuits are classified UL power limited except for the battery leads. Minimum 4" (6.4mm) separation must be maintained at all points
between power limited and non-power limited wiring and connections.

Please visit: Temperature sensors Dallas 1-wire DS18b20 Configuration

4.5.3.2 Temperature sensors Dallas 1-wire DS18b20 Configuration
Qo

Step by step to start DS18b20 sensors:

If you want to edit existing configuration,
. You have to read it (press “Read” in the command line)
. Edit settings
. Write edited configuration (press “Write” in the command line)

1. Connect 1-Wire sensors DS18b20 to D1 or D2, D3 according connection diagram. Connect the sensors as showed in Wiring Dallas 1-wire

DS18b20. If you need to connect more sensors to the same input, connect them as a star or serial.
2. Digital input 1W type should be select in the System Options> Digital I/O Settings window. Set digital input definition D1 to Dallas 1-Wire Bus
option
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File <§ Settings .o Devices ﬂRud [F5] ﬁw:m [F&) B Update QHelp
System Options System

Emms [General System Options Jsystem FautiTrouties | System info |
Inputs Burglar :l::OZ‘oms System Options [[S¥stem Thners
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Everts Log SM Card PR = Entry Delay fs—
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Keyswitch Zone Mode: m Daylight saving time: v
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Bell Squawk on ARMDISARM
o L Set Module Time from PC | Read Module Time ]
’ Start IBulonRFIDPhone programming mode Stop programming PC time: 2020-07-29 12:43.48 Wednesday
oot Do Panel Time:

Figure 44System Options> General System Options

1.  Write configuration by pressing “Write” icon
2. Power the module.
3. After module starts. Within few seconds, it will automatically scans and registers all connected 1-Wire sensors on the bus.
4. Read configuration
5. Go to “Automation/ Sensors” window in the SERA2 software
{3 SERAZ - O e
File Settings Devices Read [F5]  [§]Write [F6] @ Update About..
- System Options —Automation/SensorsfAnalog Input:
-~ GSM Communications D | Sensor Name Sensor Hardware ID unit [RT value | Max valsms | winval sms | mas val ouT [ win val oUT | hac Hyst | A
- UsersiAccess contral » Sensor Mame 1 TEQINGETTE SR Temperature SHEY
- nputsBurglar Alarm Zones |17 Sensor Name 2 | GTMI Jnput D1,1Wire, DS18B20 Temperstire:3+26—— Double oli 's li
- Outouts (PGM | / : / : uble click on the selected sensor’s line

1

2

3 Sensor Mame 3 GTM1 Input D1 1-Wire DS18820 Temperature, St °C
4 Sensor Name 4 GTM1 Jnput D1,1-%ire,D18820 Tempersture, St °C
5
B
7

~|Automation/Sensors -

- Event Summary

- Events Log Sensor Mame 5 | Sensor Disabled °C A 30 5 25 10 1
-~ RT Testing&Maonitaring Sensor Name 6 | Sensor Disabled o s, 30 5 2% 10 1
- Firmware —

K

Senanr Name 7| Senanr Disablacd o TN an B PR 1n 1

Figure 45Automation/ Sensors window

6. Double click on the selected sensor’s line. Set other parameters of the sensor MIN, MAX values Units etc. Every field explanation:Automation

& Sensors Programming
7. Write configuration to module, by pressing “Write” icon

45.3.3 How to change temperature scale from Celsius to Fahrenheit

If you want to edit existing configuration,
. You have to read it (press “Read” in the command line)
. Edit settings
. Write edited configuration (press “Write” in the command line)
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o) SERA2
File Settings Devices ﬂRead [F5] EWrite[Fﬁ] @ Update About..

System Options Automation/SensorsiAnalog Inputs
GSM Communications D | Sensar Name Zensor Hardware ID Unit |RT Walue | Max Val SMS | Min Val SMS | Max Val OUT | Min val OUT | Max Hyst |
IUSZS::“TSS?""”Z' RISl G M1 ot D1 1-ire DS18820 “emperature, 5

» gfﬂ;surp!éi: Arm £oNes | | B 2 Sensor Mame 2 GTM1 Input D1 ,1-Wire DS15B20 Temperaturs, Sk —— Double click on the selected sensor’s line

.. || [#] 3 SensorName3  GTM1 Jnput D1 1-Wire DS18820 Tempersture Sk °C
Evert Sumimary [__’1 4 Sensor Mame 4 GTh1 Input D1 1-Wire DE18B20 Temperature St °C
Events Log ] [#] 5 Sensorhame5  Sensor Disabled °C A, 30 28 10 1
RT Testing&Monitoring | |[# & Sensornames  Sensor Disabled C PR, 30 28 10 1

o gtjlrrrgvft.:e/-\umm I—— ; Wiuicasgror ame 7| Sensar Disabed o hia, an 28 n 1

1. Go to SERA2> Automation/ Sensors (double click on the sensor’s line).
2.  EnterY (offset) and X (multiplier) values.

3. Change the units to Kelvin or Fahrenheit in the SERA2> Automation/ Sensors (double click on the sensor’s line).

Y (offset)=273.15, X(multiplier)=1
Celsius to Fahrenheit conversion
Y (offset)=32, X(multiplier)=1.8
Celsius to Kelvin conversion

Refer to: Automation/Sensors (Automation/Sensors/Analog Inputs) Programming in SERA2 Software

4.5.4 Step by step: How to check real time hardware status, real time sensor values. How to receive alarms and

where find alarm events list?

T
3 YouTube Testing Monitoring Automation AM2320 https://youtu.be/-gklzGKELJI

i GSM Communication. https://lyoutu.be/qFBT5zF42UQ
u YouTube Receive alarms to your mobile phone

Refer to: RT Testing & Monitoring. Hardware.

The list of alarm events with time and date stamp: RT Testing & Monitoring> Event Monitoring

Refer to: Real-time Testing & Monitoring > Event Monitoring

It is possible to receive alarm SMS to the mobile phone: GSM Communication> SMS/ Dial reporting

Refer to: Reporting to the user‘s mobile phone

Real time sensor values and states: RT Testing & Monitoring> Sensors/ Automation.

Refer to Real-time Testing & Monitoring > Sensors/ Automation
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Figure 47 How to check real time hardware status, real time sensor values. How to receive alarms and where find alarm events list

4.5.5

Step by step:

How to edit alarm SMS text?

Go to SERA2> Event Summary

Edit text

Press ,Write" in the command line
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Figure 48 SERA2> Event summary

Go to SERA2> GSM Communications> SMS/ DIAL Reporting
Unmark
Press ,Write® in the command line

KX
Testing PROGATE

a

() SERAZ [PROGATE)

SMS

Cutputs (POM) Tel1 » [37065558449 o| Everts 1 [2]3]

JAutorationdSnnaors w2e[ | M1 | AemRestore (D 100 grouw) ¥ Cr

e s [ | 2 | Sroem opentcoss co 400 s Frr

o Tetntr ' []3 Svstem Truobiesc 300 group) Prr
Teld »

Frmrerare 4 | Sensorl-Sensord2 AlarmRestore M r
TelS + |5 | Test Everts (CD 600 group) FIrr
wse [ [ |6 ctrer Events Mo

7 nputZore! Alarm®estore M r

Lk | |5 | rputZons? alsmRestore Frr
Tel8 « | |9 rpuzone3 AlmRestore M
| 10 routzones Alsmestore I

o

¥ SMS torwarding 1o Ted 1

Limé of slarm dising

I~ Show Object Name
[ Show Zonedleer Number
™ Show Event Tme

I~ [Shew CD Codel
Liser must type mobide rumber inthe international iormat . consist of anly the
Figure 49 SERA2> GSM Communication> SMS/ DIAL reporting
Go to SERA2> Users/ Access control> Users
Edit user name
Press ,Write® in the command line
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Figure 50 SERA2> User/ Access control> Users

45.6 Burglar Alarm sensor zones wiring EOL NO NC

(>

The module Progate has:

e Inl,In2, /01, /02 Can be used or use it as security system’‘s zones with selectable type: NC/NO/EOL/EOL+TAMPER.

. 1/01, /02 with selectable type: NC/NO/EOL/EOL+TAMPER.

It is recommended to use standard motion, fire, and glass breaking sensors. For powering of sensors we recommend to use standard 6-8

*
1 wires cable for, designed for installation of security system.

. Connect security system’s sensors to module the as is shown in connection diagrams below

e  Set the required parameters
e  Write configuration by pressing ,Write* icon

PROGATE

PROGATE
@ ) @@ &

BE 10301
AC 12.24v
Max 0.24

mpmr
asuw lenANu

De 10-30V)
AC 1224V
Max 0.24

uwms
smm
iButton

PROGATE

-l -
Qoo Q 2
+ ' S00=s0V
0oZ2z02 M
o o I
TAMPER ALARM RELAY Qo2 é @ X X X X XX
ouTPUT + ' S0O0Ss0 + ' S 000
8 =z 2 8 =z 8 z Z 8 =z
SenSOI’ TAMPER ALARM RELAY TAMPER ALARM RELAY
OUTPUT OUTPUT
Sensor Sensor
Zone input Com Zone input Com Zone input 56k Com
NC NC 5.6k
) ) NO
Figure 51INC Contacts, No EOL Figure 52 NC, With EOL
Figure 53 NO, With EOL
' All inputs has pull up resistors 10k
L]
If you want to edit existing configuration,
PROGATE User manual V-2022-04-28
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. You have to read it (press “Read” in the command line)

. Edit settings

. Write edited configuration (press “Write” in the command line)

) SERAZ

File Settings Dewvices %Read[FS] About..,

- System Options Zones

ﬂ Write [F6] @ Update

- GSM Communications Settings }
- Users/iccess control —
l Inputs/Burglar Akarm Zunes] In I Zn Name Zone Hardware Input Definition | Type | CID |Bypass|Tamper| Shutdown |Furce |REpurtA|Repcu1 Rl Speed | A
- Outputs (PGM) l [#,1 Zone Name 1 delay (Ertry/Ex| = = = = = =
- Automation/Sensors 7, §
- Evert SUmMat — L 2|ZoneName 2| GTM1, N2 Double click on the selected sensor’s line
Y E 3| Zone Mame 3 GTM1, 101 instant/Burglar
- Events Log e
414 AC Loss GTM1, 1102 AC power loss
RT Testing&honitoring — K ! P
Firmwvare

Figure 55 Burglar Alarm Zones window

4.5.7
4.5.7.1

Refer to: Zones programming

Fire alarm and Smoke sensors
Guidelines for Locating Smoke Detectors and CO Detectors

@
The following information is for general guidance only and it is recommended that local fire codes and regulations be consulted when locating and installing
smoke and carbon monoxide alarms.
Smoke Detectors. Research indicates that all hostile fires in homes generate smoke to a greater or lesser extent. Detectable quantities of smoke precede
detectable levels of heat in most cases. Smoke alarms should be installed outside of each sleeping area and on each level of the home.
Additional smoke alarms beyond those required for minimum protection be installed. Additional areas that should be protected include: the basement;
bedrooms, especially where smokers sleep; dining rooms; furnace and utility rooms; and any hallways not protected by the required units.
On smooth ceilings, detectors may be spaced 9.1m (30 feet) apart as a guide. Other spacing may be required depending on ceiling height, air movement,
the presence of joists, uninsulated ceilings, etc.
* Do not locate smoke detectors at the top of peaked or gabled ceilings; dead air space in these locations may prevent smoke detection.
* Avoid areas with turbulent air flow, such as near doors, fans or windows. Rapid air movement around the detector may prevent smoke from entering the
unit.
* Do not locate detectors in areas of high humidity.
+ Do not locate detectors in areas where the temperature rises above 38°C (100°F) or falls below 5°C (41°F).
Where required by applicable laws, codes, or standards for a specific type of occupancy, approved single- and multiple-station smoke alarms shall be
installed as follows:
1) In all sleeping rooms and guest rooms.
2) Outside of each separate dwelling unit sleeping area, within 6.4 m (21 ft) of any door to a sleeping room, the distance measured along
a path of travel.
(3) On every level of a dwelling unit, including basements.
(4) On every level of a residential board and care occupancy (small facility), including basements and excluding crawl spaces and unfinished attics.
(5) In the living area(s) of a guest suite.
(6) In the living area(s) of a residential board and care occupancy (small facility).
CO Detectors. Carbon monoxide gas moves freely in the air. The human body is most vulnerable to the effects of CO gas during sleeping hours. For
maximum protection, a CO alarm should be located outside primary sleeping areas or on each level of your home.
The electronic sensor detects carbon monoxide, measures the concentration and sounds a loud alarm before a potentially harmful level is reached.
Do NOT place the CO alarm in the following areas:
» Where the temperature may drop below -10°C or exceed 40 °C.
* Near paint thinner fumes.
» Within 5 feet (1.5 meters) of open flame appliances such as furnaces, stoves and fireplaces.
* In exhaust streams from gas engines, vents, flues or chimneys.
* In close proximity to an automobile exhaust pipe; this will damage the detector.
Progate. Begin the installation by mounting additional modules in the cabinet using the stand-offs provided, then mount the cabinet in a dry, protected
area with access to un switched AC power. Install hardware in the sequence indicated in the following pages. Do NOT apply power until installation is
complete.

45.7.2 [4-Wire] Smoke detector Wiring

Connect the 4-wire smoke detectors and a relay as shown in the figure below.

If you want to edit existing configuration,
. You have to read it (press “Read” in the command line)
. Edit settings
. Write edited configuration (press “Write” in the command line)
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Figure 56 Burglar Alarm Zones window

Figure 57 4-Wire Smoke Detector Installation

Install the
To reset (|
The

4-wire smoke detectors with 18 gauge wire. If power is interrupted, the relay causes the control panel to transmit the Fire Loop Trouble report.
unlatch), connect the smoke detector’s negative (-) to a PGM.
parameters of the zone should be defined as a “Fire Zone”. If a line short occurs or the smoke detector activates, whether the system is

armed or disarmed, the control panel will generate an alarm. If the line is open, the “Zone Fault” report code is sent to the monitoring station or to the user,
if programmed.

g wNhE

Connect the [4-wire] smoke detector.
Connect the power supply.
Install SERA2 software.

Go to “Burglar Alarm Zones” window. Double click on required input. Set “Zone definition” to “Fire”.
Write configuration by pressing “Write” icon.

Refer to: ZOones programming

5 Programming

user phon

In order to configure and control the system by SMS text message, send the text command to the Progate phone number from one of the listed
e numbers. More

SERAZ2 software configuration tool is intended for the module Progate configuration locally via USB port or remotely via GPRS network. This

software simplifies system configuration process by allowing to use a personal computer in the process.

5.1 SERA2 Uploading/Downloading Software

.

Fie Semop Oeices et EWete U6 @ pdue Moon

We recommend programming the module Progate with SERA2 software

To start configuration

1.  Open the folder containing installation of the software SERA2. Click the file ,SERA2 plug-in USE cable
setup.exe” A

2. Ifinstallation directory of the software is OK, press [Next]. If you would like to install [ [/ EED s =
the software in the other directory press [Change], specify other installation directory ‘ o Sy /;
and then press next>. —_— Y \\\ /

3. Check if the correct data are entered and press Install /A

4.  After successful installation of the software SERA2, press [Finish] =

PROGATE User manual

Figure 58How to start configiJration \;vith Sera2 software
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Start the software SERA2. Go to ,Start“> ,All programs*“> ,SERA2“> ,SERA2 *
or go to installation directory and click ,SERA2.exe".
Connection of the module to your PC

' Power supply: DC 10-33V, AC 12-24V, Max 0.2A. The module should have inserted SIM card (with replenished account and removed PIN
CODE REQUEST). Module must be connected to the PC via mini USB cable

Work with the software SERA2

If you are sure that the module is fully connected to PC and power supply, please go to Devices > Progate

o) SERAZ
File Settings Devices [X]Read [F5]  [§]Write [F6] @ Update About..

R I G

Figure 59 Command line
' Each time after configuring the module press Write 5| icon thus the software SERA2 will write configuration changes into the module!
Wait until progress bar line will indicate that the configuration has been written successfully

I < GTalarm v2_041° IMEL:B682° SN:0000008C [TCP connected

Figure 60 Progress bar

After configuration of the module, all settings may be saved at PC. It enables to save time, when next time the same configuration will be used — it
will not be necessary again to set the same parameters. If you want to save that is already recorded by the module, firstly you must read configuration of
the module. Press Read @ icon. In order to save configuration go to File 1) then press “Save As” or “Save”. Enter configuration parameter in the
displayed table and press ,OK*

In order to start saved configuration go to File then press Open. It allows to copy the same programmed content into as many modules as required.

' If you want to receive software updates, go to Settings and mark “Check for Updates About X
Automatically”. When new update will be available, the program will inform you, and you
have to start the update. After that you have to connect the module to the computer via

mini USB cable. You have to write this update to the module Progate by pressing “Update” ¥ )
in the bottom line in SERA2 software. To pkOd as

If you want to update the module manually, got “Update” in the command line FERMEINENE  SE

Version: 041907101622 Check For Updates....

If you need to contact the seller with the questions about the configuration, you have to: Copyright: WA 56
Comments: Configurstion program
« " . : " - ” WEEES hito: e topkodas It
' Press “Read” icon first to read the configuration from the module, the press “File>Save us
g and save the configuration.
' Save the Events Log file and send these files with the question to the seller.

These steps will let better understand the problem and will reduce the time to find the solution. Figure 61Go to, Update™ in the command line
' An unlimited number of modules can be configured remotely on the same computer at the

same time. The configuration reading and writing speed does not decrease because the
processes are running in parallel. Many Sera2 programs could be opened and used at the
same time.

Fiure configuration' at the same time
62Unlimited number of modules

5.2 General system options programming

T @

PROGATE User manual V-2022-04-28 35 |



Time Zone: [eonr + 2) | The system comes equipped with internal real-time clock (RTC) with battery that keeps
track of the current date and time. Once the system is up and running, the user must set the
correct date and time, otherwise the system will not operate properly. SERA2 software
provides the ability to select the Time Zone and The user may also choose Set module time
B from PC, which instantly provides the exact PC time. When the system is connected to the
Disabled monitoring station via IP connection the date and time will be automatically synchronized with
GEM Modem the monitoring station. It is possible to select automatically time synchronization with: GSM

Modem, Cloud Server or disable it.

Daylight saving time: v

Cloud Server -

Clock synchronization:

Set Module Time from PC | Reead Module Time |
PC time: 2019-08-05 09:39:37 Monday Figure 63 Clock, time Zone and clock synchronization.
. ' Sera2> System Options> General System Options
Panel Time:
' If the module has been connected first time to the power supply, or power supply has been disconnected for a long time, the time of the
H module should be set again.

The module can send a trouble report and restrict arming if some of selected troubles [Restrict ARM] exist during close event.

System Options > General system Options The general system options settings let you control system options, system general
settings, systems timers, let you program iButton keys and reset the module.

(@) SERAz - O x

File Settings Devices @Read [F5] mwrite [F&] # Update About.,
I-Sys‘tem Options I —System

- GSM Communications [General System Gptions | system FautTroubles | System Info |

- Users/Access contral

Event Summaty
Events Log SIM Cardd PIN:

- RT Testing&Monitoring
Firmware

Installer password: Default 000000 It allow to enter installer programming mode
SMS User Password: Default 123456 It allow utilize arming method and enter user programming mode
User Access code format: Select 4 or 6 digits user code format
Keyswitch Zone Mode: Select pulse or level. The module is arming by shortening zone to COM.
Arm by output activation.
1/0 D1 Settings: Set the programmable input or output to:
Digital Input (Max 3,3V)
Digital Output (Max 3,3V)
Dallas 1-wire Bus
Aosong 1-wire bus

-~ Inputs/Burglar Alarm Zones | [ 2751 Op“””j/ Object name: The name and address of the object
-~ Dutputs (PGM) Ohject Name: SMS/APP Text Charset: Text charset: Latin, Easten European, Baltic or Western European.
- Automation/Sensors SMSIAPP ij_me“// SIM Card PIN: Default 1234

Installer Password:

WAL

SMS User Password:

User Access Code Format

Keyswitch Zone dode:

Digital 1i0 D1

Clear Events Buffer after reset: The memory of unsend reports will be deleted after the reset of the module
Clear Events Bufer after reseu/ . X i . . .
o _— Door Chaim: Violations of delay zones when the alarm turned off will be accompanied by (Buzzer) signal

Bell Squack on ARM/ DISARM: Activate the bell output briefly causing the squawk to alert users that the
suto - redRl module is being armed, disarmed or that an Entry or Exit Delay was triggered
0 - e,
- Auto- reARM: Arm the module if there is no activity in the area after the system disarming.

Bell Squavek on ARM!D\SARMq/

Start iButton/RFID programming mode | .Stup iButton/RFIC programming Panel Time:
LN
Stop iButton/ RFID programming: Press to finish entering iButton keys or RFID cards.
Start iButton/FRID programming mode: All added iButton keys or RFID cards will be registered
in the order of sequence by clicking “Start programming”.
Reset Device: Reset the module.

\ [ | | | 4

Figure 64 System Options> General System Options

/

Reset Device
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(5} SERAZ - ]
File Settings Dewices [%] Read [F5] & write [F6]  # Update  About..

l System Options I yterm

L "G5M Communications General System Oplions | System FaullTroubles | System Info |

Lo sersifccess control

—System Timer

Test Time: Auto Test report time of day - Test Time: 1330 hihemm
Test Period: Auto Test report period

Entry Delay: Time to enter the armed premises and enter your code to disarm your system || e eriod I [pays =l
before the alarm is triggered. || »Entry Delay |75 s
Exit Delay: Provide with enough time to exit the protected area before the system is armed gt Delay: |20 s

Bell/ Siren Cut- off Timer: Duration of audible signal 0-9999s after the alarm system activated.

Clock Synchronization: automatically time synchronization with: GSM Modem, Cloud Server
or disable it.[| Time Zone: M. + 2) -

Set Module Time from PC: Set module time from PC, which instantly provides the
exact PC time.

‘A Bell/Siren Cut-off Timer: 120 [}

Daylight saving time: i~

T —
Clock synchronization: g
GEM Modem

Clear Events Bufer after reset I3 Cloud Server
Door Chaim ¥
Bell Squavvk on ARMDISARM r Set Module Time from PC | Read Module Time
Auto - reARM - ]

PC time: 2019-11-26 10:44:53 Tuesday

Start iButton/RFID programming mode | Stop iButton/RFID programming Fanel Time:
Reszet Device |

\ M

Figure 65 System Options> General system options window

5.3 System Fault/ Troubles Programming

System Options > System Fault/ Troubles The System Fault/ Troubles settings let you set the communication options
if the trouble occurs and let you set system voltage loss and restore options.
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@) SERA2 - O X
File Settings Dewvices Eﬂead[FS] EWr‘ite[Fﬁ] 'Q.‘Update About..,

- System Options System

- 33M Communications General System Options | System FaulbTroubles | System Info }
- Usersthcoess control
-InputsBurglar Alarm Zones ficu tSIEUbieS FaultTroubles Global Seftings
Outputs (PG o | Trouble | Erable | Restrictarm | A
- ALtomationiSensors | 1 Battery truchle i r Trouble Event Limit : 3
-~ Event Summary v | 2 Clock truokle v I
-Events L N
ventsLog y | 3 BUStruckie v r Reset Trouble Evert Courter After : 10 min
-RT Testing&honitoring =1
N v | 4 Tamper truokle v r
- Firtmuware —
vy | 5 Fire loop truoble v
L | 6 | SIM card truoble v
y | 7 | Zone antimasking trucble 2 r S LT ([ ) Sl
v
| & |GSMnetwark truable I r Low System Voltage Alarm: 1.6 Y
T |
\ \ GSM network trouble: SIM card is not registered with the GSM network provide \ System Yoltage Restore: 131 Vv
Zone antimasking trouble: Do not available in this module
SIM card trouble: Not available or impossible to read SIM card. | Ewert Delay: B0 =
Fire loop trouble: The trouble is occurring with your smoke detectors. f /

Tamper trouble: The zone(s) that was tampered " /
BUS trouble: Do not available in this module. \ \ | Glokal Tamper Recognitian:
Clock trouble: The time and date has not been set. \ | |
Battery trouble: Power supply or backup battery voltage is low, needs to be ‘ \ I\

recharged, or replaced / Truahle when disarmed § alarm as per zone when armed o
[
f

Trouble always < —
Audible alarm when dizarme [ alarm as per zone when armed |

Enable: The system will detect a marked trouble
Restrict Arm: In case of such trouble, the arming activation will be restricted. f

Low System Voltage Alarm: The system is running on the backup battery and voltage is dropped below allowed value
System Voltage Restore: The voltage has been restored and has been reached defined value. ‘
Event Delay: System low voltage trouble event report delay.

Trouble Event Limit: Allowable number of the same trouble even / )
|

\
]
Audible alarm when disarmed/ alarm as per zone when armed: When disarmed: Generates Audible Alarm. The module transmits the defined report code and generates an audible alarm/’ f ( I
When armed: Follows Zone Alarm Type. The module follows the zone's alarm typeﬂ / /
Trouble always: Generates Trouble Only (when armed or disarmed) j

Trouble when disarmed/ alarm as per zone when armed: When disarmed: Generates Trouble Only. The module transmits the defined report code. When armed: Follows Zone Alarm Type.
Tamper Disable: The module will not generate an alarm or trouble.

Figure 66 System Options> System Fault/ Troubles window

The module can send a system voltage alarm and restore events. It is possible to enable or disable the zone tamper tracking and to set how the module will
operate after tamper recognition.

5.4 Zones programming

Detection devices such as motion detectors and door contacts could be connected to the module’s zone terminals. Once connected, the associated
zone’s parameters must be configured.
Progate comes equipped with 2 on-board wired zones and 2 programmable 1/O inputs.

Zone bypassing allows the user to deactivate a violated zone and arm the system without restoring the zone. If a bypassed zone is violated or
restored during exit/entry delay, or when then system is armed, it will be ignored.

Stay mode allows the user to arm and disarm the alarm system without leaving the secured area. If the zones with Stay attribute enabled are
violated when the system is STAY-armed, no alarm will be caused. Typically, this feature is used when arming the system at home before going to bed.

The system can be STAY-armed under the following conditions: If a Delay-type zone is NOT violated during exit delay and a zone (-s) with Stay
attribute enabled exists, the system will arm in Stay mode. When arming the system in Stay mode under this condition, one of the available arming methods
must be used that provide exit delay.

The difference between stay and sleep zone types: “stay” zone type has delay zone timeout, in “sleep” zone type delay zone becomes
instant
The system will NOT activate siren and keypad buzzer only when Instant, Silent zone types is violated.

Any Delay type zone will operate as Instant type zone when the system is armed in the Stay mode. When the system is fully armed, the
Delay type zone will operate normally.

jbe jmie |mie jmle

If the zone is not used, it must be disabled.

The tamper circuit is a single closed loop such that a break in the loop at any point will cause a tamper alarm regardless of the system status —
armed or disarmed. During the tamper alarm, the system will activate the siren/bell and the keypad buzzer and send the SMS text message to the listed
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user phone number. The system will cause tamper alarm under the following conditions: If the enclosure of a detection device, siren/bell, metal cabinet or
keypad is opened, the physical tamper switch will be triggered. If needed to get tamper alarms, the field near “Tamper Enabled”, should be marked. In that
case, all tampers and tamper alarm notification by SMS text message is enabled.

i The system will NOT cause any tamper alarm regarding the physical tamper violation if the associated zone is disabled.

Install SERA2 software.

Connect the module to the computer via mini USB cable. Device> Progate
Go to Zones window in the SERA2 software

Set the required parameters

Write configuration by pressing ,Write* icon

agrODE

Working Zone P Zone Shutdown _ | Working Zone
Plarm_1 Alarm_2 Alarm_J
Pulses have not to be generated
for some time to exit the zone
., shutdown mode
S
“  * - = >
=Zone \\\ " lgnored, >Event Repeat Timeout
Speed \\\ because <Zone Speed

.

™ Manx Alarm Count- how many alarm events will be send to the user

Figure 67The explanation of Zone Spreed, Max Alarm Count, Event Repeat Timeout

@) seraz

File Settings Devices [ W 2 - ‘ o
8ol o Read [F3] fi] Write [Fé] ® Update Zane 1 Settings ____1- Double click on the selected sensor's line
i Bystem Options —Zon —

[ Alarm Text: It is possible to customize alarm text

- GEM Communicetions ings | Write configuration to the mudu\e/ ‘ ‘ :
- Usersifcosss control SITIGS [ ‘ Zone Mame Restore Text: Itis possible to customize restore text
i{Inputs/Burglar &larm Zones zn| Znheme | _ZofeHard Alerm Text Zone Hardware Location: Select the zone hardware input

Outputs (PGM) i Tone Name 1 4 GTakam vz, IN1 EOL End of line resistor. Input type with resistor.
AutomationtSensors T|#2 ZoneName2 | Gakarm vz, N2 Rese R Wiring Type: | NC The alarm will be send when the circuit between input and ground (V) will be broken.
i~ Bvert Summary | |#3 zoneName3 | GTakarm vz, N3 Zone Hardware Location NO The alarm will be send when the input will be connected with ground (-V)
E‘ﬁr; ;:;&melng | | [1'1 4 ACLoss GTalarm vz, INL |~ 7one Defintion Contact ID code: The module will automatically generate the reporting event when transmitting to the CMS.
L Firmware n L’JET&N_EEE,S_JEI&MTIN Zone Speed: Defines how quickly the module responds to an open zone detected on any hardwired
|| |[#i6 ZoneNameB  GTalarm v2, 02 Wiring Type input terminal (does not apply to addressable motion detectors and door contacts).

»

Event Repeat Timeout: Insensitive time to recurrent zone events

Max Alarm Count: When the particular number of zone events set has occurred, the other events of the
same zone will not be responded for the time set in Event Repeat Timeout. After this

time expired (or when disarmed), a new count of the number of zone events will be started.

Zone Alarm action: Determines which output will be activated

Alarm report enabled: The system will report alarm event and log it to the event buffer

|_ Restore report enabled: The system will report restore event and log it to the event buffer

Delay When armed, provides entry delay when violated. Recommended Contact ID cote

for door sensors.

Interior When armed, instant alarm will sound first if the zone is violated;
instant alarm will follow the entry delay if entry delay is active. Recommended | Event Repest Timeout
for motion sensor in front of the door.
Instant When armed, instant alarm when violated. Mex Alerm Courtt
24 hours Instant alarm when violated, audible alarm at default not
depending from ARM, DISARM modes. Recommended for safes,

Zone Speed

Zone Slarm action: -«

storehouses, tampers. P Tamper Enabled: The system will detect a tamper condition with one or more sensors on the system
" . . one iln )y g
Silent Always active, not depending from ARM, DISARM modes. The SMS AR i /V/, Bypass Enabled: The system will allow zones to be Manually Bypassed
;rgm:rzﬂrdé :;;:rg? ig?n\:ilr‘:;giﬂereazg:?rgdé;efoa::Faqfn:doidsﬁgl;ﬁ\l’;gi?: FEEiTe s ETW . Shutdown if max alarm count: The system will stop generating alarms once the max alarm count Limit is reached.
Fire Instant alarm and communication when violated not depending from ;ﬁ’"pﬁ' E”Eﬂb'z‘d : / It resets every lime the system will be armed.
YRAPSS ENabie

ARM, DISARM modes. Siren signal with interruptions will be generated.
Recommended for smoke, fire detectors Shutdovr if max slarin counfy
ONJOFF Zaone Force ARM «———
Interior STAY Similar to 'Instant’ except the module will auto bypass
the zone if Armed in the Stay mode

Instant STAY Similar to ‘Instant’ except the module will auto -bypass oK
the zone if Armed in the Stay mode

Z Zone Force ARM: Only force zones can be bypassed when the module is Force armed. Fire Zones cannot
be Force Zones.

Figure 68 Inputs/ Burglar Alarm Zones window

5.5 Outputs. Bell & PGM programming

T @
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Timer: Qutput ON pulse mode

Flash
System State Out Timer: Pulse time duration can be from 1 to 999999 sec:

- Event Summary 4 GTM1, D1 10ma, Max Voltage 3-

- Events Log

~RT Testing&Monitoring Ready Invert: Inversion is activated

— Firmware: Automation & Access J o ) X X X X
B OK Pulsating: Pulsating mode is activated. Then output is activated.
Battery Ok It will pulsate according pulse ON/OFF time.

imﬂfﬁ:ﬁm Pulsating ON Time: Pulsating mode pulse ON duration.
Lost Primary Chanel Pulsating OFF Time: Pulsating mode pulse OFF duration.
Lost Secondary Chanel
Fire Sensor

RH Sensor Trouble
Access Gainsd

(@) SERA2 - O X
File Settings Devices [&]Read [F5] [&] Write [F6]  # Update About..
- System Options [ Output
+ G3M Communications |  Output Location inHardware | Output Label Out definition Mode | Out Timer [invert | Puisating | puise on Time | Puise OFF Time | A
- Usersiboocess control It T, RELAY aUT Dizable - Steady i 100ms
~InputsBurglar Alarm Zones | 2 |GTIM WoT(1A) auT2
-[Outputs (PGH) — ‘ Bell :
fomaonEensars |2 o, nozer 4 ouT o Mode; Steady: Steady ON/OFF mode

RH Sensor Trouble: Qutput for RH Sensor trouble operation. In this mode output can automatically reset Humidity sensor if trouble occurs.

Fire Sensor: Output for reset of fire sensor operation. Its status changes 5 sec. and returns fo the initial one.

Lost Secondary Chanel: Output where a continuous signal is generated when communication with secondary channel was lost.

Lost Primary Chanel: Output where a continuous signal is generated when communication with primary channel was lost.

Alarm Indication: Output for connection of light indicator showing alarm status of the alarm system. After the alarm system actuation a continuous signal is generated.

ARM/ DISARM: Output for connection of light indicator of the alarm system status. When the alarm system is on a continuous signal is generated.

Battery OK: Output for connection of indicator about control panel supply from battery.

AC OK: Output for connection of indicator about control panel supply from alternating current.

Automation & Access Control: Remote control by call mode is enabled. Qutput designed for connection of electrical devices which will be controlled by SMS message or phone call
Ready: Output for connection of light indicator of input statuses. If all zones are clear (none violated), a continuous signal is generated.

Signal is terminated by tumning off the alarm system.

Flash: Output for connection of light indicator. When the alarm system is on, a continuous signals generated, and if the alarm system is disturbed - pulse signal. Signal is terminated by
turning off the alarm system.

Buzzer: Output for buzzer connection. After the alarm system activated a pulse signal is generated within Exit Delay time, and continuous signal - within Entry Delay time or when the
alarm system is disturbed. When the alarm system is turned off, operates like keyboard buzzer.

Bell: Output for connection of audible sounder (siren). After the alarm system actuation a continuous or pulse (fire) signal is generated.

Disable: Output disabled

Access Gained: If user has right to ARM/DISARM system, it always has access to this output. If ARM/DISARM flag is not set user can access this output only if system is Disarmed (Open).

System State: Output for connection of light indicator of the alarm system status. Within Exit Delay time a pulse signal is generated, and when the alarm system activated — continuous.

Figure 69 Outputs (PGM) window

5.6 Users & Access Control programming details.

T @

Users/ Access Control > Remote Control Users Table The Users/ Access Control Table window let you set remote control

options.

The system supports up to 800 user phone numbers for remote control purpose. When the phone number is set, the user will be able to arm/disarm
the system and control outputs via SMS text messages and free of charge phone calls as well as to configure the system by SMS text messages. By
default, the system accepts incoming calls and SMS text messages from any phone number. Once a user phone number is listed, the system ignores any
incoming calls and SMS text messages from a non-listed phone number as well as it rejects the SMS text messages containing wrong SMS password

even from a listed user phone number.

*
1 The module could be controlled only by these users, whose phone numbers entered in the memory of the module
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() sERn2 - o X
File Settings Devices Read [F5] Write [F6] @ Update About..
- System Cplions [ Remate Cortral Users tabl —
GSM Comimunications Temporary acCEss Dateiime window
Usersid rtrol
[ D[en| usertiame | Type | UserTel | iButioncode (| RFIDKeycard | Keyb Code | out | ARMDISARN [Date En| Start Date | Explatian Date "
Inputs/Burglar Alarm Zones ‘F/' / =
- Outputs (PGH) M1 M ! //uoaﬁuuuuunuu 0000000 201340817 15:42:59 19-09-17  ~}q5:42 =
; _N000ARAOARN ;
Automation/Se ‘Mﬁ’/}—f/ JDE_QEGBB = 013-09-17 1 7 I 5 I
|| — 00000000 —— OO T A7 15.42:59
B Ser /_f;/ /,u.uu—;{{,uﬂnuu& /J,'
1 //maeﬁoun’u l_ 20190917154259 = 7 = zglan P
:/F/ J—wr/’ nnnnnnnn aeﬁmmnn l_ r 2019-08-17 15:4258 2 3 4 ‘ -
,)a/l:/f( (_,_1/ uuuuuuuuuuuu | 0000089000 | MONE r r 2019-09-17 15:42:59
—t—— — S ———
T ———user s ——— 00000000000 0000000000 MOKE r r 2019-09-17 15:42:59
Ha—F7T User + 000000000000 0000000000 NOME r r 2018-09-17 154258

Start Date: Temporary access start date and time
Date EN: Temporary access enable
ARM/ DISARM: If this check box is checked, a user will be able to ARM/DISARM the module by dialing.
QUT: The selected input will be switched, if a user will call from this number. Preferred input may be assigned to each user's number.
Thus different users are able to control different objects

Keyb Code: Key button code might be entered manually. In order to delete the code, it is necessary to enter 000000000000
RFID Keycard: RFID Keycard code might be entered manually. In order to delete the code, it is necessary to enter 000000000000
iButton Code: iButton key DS1990A - 64 Bit ID code. Might be entered manually or automatically registered after the module enters keys assomatlon mode.  _—
In order to delete the code, it is necessary to enter 000000000000. iButtons must be from 01 family —— -
User Tel.: Telephone numbers of users who will be able to control the module by dialing should be entered in this column. User number should be entered with international code.
Type: Reserved for future uses
User Name: The name of users who will be able to control the module should be entered in this column.
En: Reserved for future uses

\ ///Explratlon Date: Temporary access expiration date and time

1 A

Figure 70 Users/ Access control window

The Progate controls access by using schedules. Inputs, outputs, readers and cards through access levels are all configured with schedules by which they
will be energized or de-energized, enabled or disabled. For example, you might assign an output to be energized from 12:00 a.m. to 6:00 a.m. every day.
The 12:00 a.m. to 6:00 a.m., Monday through Sunday, time period is called a schedule. The “Access Schedules” tab enables you to create the schedule
you will use to configure your Progate module. Click “Access Schedules” tab to display the Schedules screen:

(@ seraz - o X
File Settings Devices [F)Read [F5] [ Write [F6] @ Update About..
System Options |- Remate Control Users table XTI
GSM Communications Users | Access Shedules ‘ Huhdays} Specifies the number of times a card/ callicode may be used to which it has valid access Max 255 uses is allowe
InputsBurglar Alarm Zones i] Temporary access Date/Time winclow Access schedules Lmvtar)’
Qulputs (PGM) D [en | User Name | User Tel iButton Code RFD Keycard | Keyo code | our [ armoisarm [en| Start Date | Expiration Date: |1 |2 |3 | 4 | s|s |7 |a |L | c "
Automation/Sensors P ¥ hiaster + 000000000000 0000000000 *een NONE W~ I~ 20184130 {3 21:37 20181130 ) 2137 0
; E:”‘mS'L‘::BW [ T . 000000000000 0000000000 NONE r 20191130 B 20537 2018-11-30 [ 21097 T l' l_ T l' r l' l_ 00 K T
RT TestinmaMontoring HENIS + 000000000000 0000000000 NONE r |201811-30 f7) 2137 2oemaeffi 2o T CC|CCC I Fjoo I
Firmware []4 O + 000000000000 0000000000 NONE r ™ 201944-30 7 21:37 2019-11-30 [ 21:37 rrrr rrrioo x r
s + 000000000000 0000000000 NONE r I 2018-11-30 fiff) 21:37 2018-11-30 [ 21:37 rrrirnqrrriooe ¥
:e r + 000000000000 0000000000 NONE r ™ |2019-11-30 figf) 21:37 2018-11-30 fgf 21:37 rrrr rrrjoo ¥I©
7 + 000000000000 0000000000 BIONE. | [ oma.1qan #28 21-37 019:11.30 B8 213, C - CCClon O
:e T | @ seraz 0000 (@ sera2 / - [m| X
—?u ; Eile Settings Devices [§]Read [FS]  [3] Write [F§] & Update About... :Sz File Settings Devices (] Read [F5]  [3] Write (F6] @ Update About...
M ~System Options Remote Cortrol Users table 5000 ié?;:ﬂ;::amm R:mmec‘a\rkul Ussehr;tulbhe
Cle ]| amncs) |kl scs swne [ oo | [ | I |
[ 13T TorisiBurgiar Alarm Zones 0000 Inputs/Burgiar Alarm Zones =
[os ™ Oulputs (PGM) ofen] Swibde | Enabes  [Amwual 0000 Outputs (PGM) StartTime | EndTime [Mo[Tu[we[Th [Fr [sa[su[ Hoidays |
[1s ™ AutornationfSensors EH'_ 20000101 [ 2000010 B T 0000 :i:;mg:“ﬂgmvs 000 (oo G T T[T T T T r
[1s ™ Event Summary 2 [ zo00-01-01 £ | 20000101 B 0000 Everts Log v oo @ooo @GO |CCCCCC
[ 7 T Eﬁ::;;amnmmng (|5 | z000-01-01 £ 20000101 f8 T 0000 -RT Testing&Monitoring o0 @owo @O |CCCCICTC
18| Frmware [ ]| 2000-01-01 £78 2000.01-01 | T 0000 Firmvare woo Qoo GO OO OO
[oa ™ (|5 | 2000101 £ 20000101 B4 0000 oo oo @O T CCCCT
2™ [ s ] 2000-01-01 &7 20000101 f 0000 o @oo @CCCCCCC
HEDS |7 | 2000-01-01 £ 20000101 £ 0000 00:00 & oooo @rrrrrrr
:22 r e | 2000-01-01 228 2000-01-01 £ 0000 o0 @oxo @O CCCCCC
L] r : 8 | 2000-01-01 £74 2000-01-01 BT T 0000
[ |2a T ho | 2000-m-01 {7 | 20000101 [ 0000
[ |5 :11 | 2000-01-01 {7 20000101 T T 0000
HENN | 12| 20000101 £ 20000101 i T 0000 Enabling or disabling holidays
[ |2z h3 7| 2000-01-01 f7 2000-01-00 £ T 0000
L |28 r :14 | z000-01-01 {78 20000101 fTR T 0000
[ |20 | hs ] 2000001 74 20000101 B 0000
s I I 0000 < >
:31 r Set the holldays 0000 NONE r ™ |2019-11-30 i) 21:37  2018-11-30 ff) 2137 rrrirrrrrjoo ¥
v
USB | Connected | PROGATE_041512262021_4G_S% SN:0298D2CC 4

Figure 71 Users/ Access Control > Users, Users Access Control> Access Shedules and Users/ Access Control> Holidays window

Go to Sera2> System Options> General system Options Go to Sera2> System Options> General system Options.
Set 1W (1-Wire Bus) to Dallas 1-Wire Bus Press "Start iButton/ RFID/ Phone programming mode.
Set time zone Go to Sera2> Users/ Access control window.

Set clock synchronization Touch RFID keycards, iButton keys to the reader.

Press “Write” Call to the module from your mobile

RFID keycard, iButtons code, phone number will appear in the list.
Go to System Options> General system Options and

Press "Stop programming" or wait until it will stop automatically.
Edit setting in the Users/ Access control window.

Press "Write"
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be

Periodic, recurring at intervals of time access: access schedules, holidays

o

Holidays should be considered special days of a week. They are similar, but of higher rank than the standard Monday-Sunday.

[ ]
1 Temporary access, that self-destructed after a certain time elapses

Suppose you must create a Cleaning Crew schedule. The schedules are to be set up as follows: Monday-Friday 5 p.m.-1 a.m., Saturday and Sunday 8
a.m.-1 p.m., no holidays. This becomes three separate schedules, as follows.

2 Monday-Friday, 5 p.m.-11:59 p.m. (Remember, the time range cannot cross midnight, so 11:59 p.m. is the limit.)
3 Tuesday-Saturday, 12:00 a.m.-1:00 a.m.
4 Saturday-Sunday, 8:00 a.m.-1:00 p.m.

Note: Holidays should be considered special days of a week. They are similar, but of higher rank than the standard Monday-Sunday. If a day programmed
as a Holiday should occur in the panel, the panel will treat that day as the Holiday type, regardless of the actual day of the week (Monday-Sunday). During
this Holiday, schedules that contain that specific Holiday type will work. The Holiday allows users to further customize how the panel works. For example,
the user can block access to a building on that day, or grant special access during that day. Each Holiday added is considered a full day, extending from
midnight to midnight.

) SERAZ [GTalarm]

2File ¥ Settings 2 Devices §]Read [F5]  [5)Wriz[FG) @ Updste §hkelp
| System Optons Fsmode Conrol Users tabls

{35M Communications, Azcess Shedules | Hoiiday |
: Users/Accaes Contr —

pts/ur giar Alarm Tores Temzorary sccess DateTime winzaw Access schesules Courer
{ Outputs (FOM) D] Usernace [ Usetd | idtencece | PoDevend [ WedCode | cur [ apuscanw Twe ra] Start Dae | oiaton D sjef7ofL] ¢ Jen|
i+ Automation Senzors L4 o ¥ 2me +37065558449 D40000B3E= 26 L — oun v [~ 2020-02-05 (] 2216 2020-0205 T 2216 WM rrrojo XKII
! EZ::'L::’"’ oz @ awas - DADOC07E53 5 0001645517 oUTz ~ [ 2200205 2216 200205 S =16 [ M [T oo I
L RT TostingaMorioring 023 [T UserNsme 3 + 020000925500 0002000000 HONE r 2200205078 2216 (202020558 2206 [ O oo I
L Fmware 024 [T User Name 4 - 00000000000 0002000000 NONE r [ |2020.02:05 i) 22186 w205kl 226 C OO T oo I
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Figure 72 The example of schedule

5.7 DISARM /ARM/SLEEP/STAY the security system

&

System Options > System Fault/ Troubles

In this window System trouble settings could be configured
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(i) SERA2 - O X
File Settings Devices Eﬂead[FS] EWrite[Fﬁ] @ Update Sbout..,

- System Options System

- G3M Communications General System Options | System FautiTroubles | System \nfu}
- Usersthcoess control
-InputsBurglar Alarm Zones ficu tSIEUbieS FaultTroubles Global Seftings
utputs (PGM o | Trouble | Erable | Restrictarm | A
i v
Automation/Sensors | 1 |Battery truoble M r Trauble Event Limit : 3
-~ Event Summary v | 2 Clock truokle v I
-Bvents L o
ventsLog y | 3 BUStruckie £ r Reset Trouble Evert Courter After : 10 min
-RT Testing&honitoring =1
N v | 4 Tamper truokle 2 r
- Firtmuware —
vy | 5 Fire loop truoble 2
L | 6 | SIM card truoble v
y | 7 | Zone antimasking truohle v r System Voltage (Low Battery) seftings
v
r | & |GSM network truoble I r Lowr System ottage Alarm: 1.6 A4
M network trouble: SIM card is not registered with th M network provi
\ GSM network trouble: SIM card is not registered e GSM network provide SN EESG 131 w

Zone antimasking trouble: Do not available in this module
SIM card trouble: Not available or impossible to read SIM card. Ewert Delay: 50 &

Fire loop trouble: The trouble is occurring with your smoke detectors.
Tamper trouble: The zone(s) that was tampered

BUS trouble: Do not available in this module. Glokal Tamper Recognitian:
Clock trouble: The time and date has not been set. me J alarm
Battery trouble: Power supply or backup battery voltage is low, needs to be
recharged, or replaced Truohle when disarmed / alarm as per Zone when armed
) Trouble always <
Enable: The system will detect a marked trouble Audible slarm when disarme / alarm as per zone when armed

Restrict Arm: In case of such trouble, the arming activation will be restricted.

Trouble Event Limit: Allowable number of the same trouble even
Low System Voltage Alarm: The system is running on the backup battery and voltage is dropped below allowed value.

System Voltage Restore: The voltage has been restored and has been reached defined value.
Event Delay: System low voltage trouble event report delay.

Audible alarm when disarmed/ alarm as per zone when armed: When disarmed: Generates Audible Alarm. The module transmits the defined report code and generates an audible alarm%
When armed: Follows Zone Alarm Type. The module follows the zone's alarm type
Trouble always: Generates Trouble Only (when armed or disarmed)
Trouble when disarmed/ alarm as per zone when armed: When disarmed: Generates Trouble Only. The module transmits the defined report code. When armed: Follows Zone Alarm Type.
Tamper Disable: The module will not generate an alarm or trouble.

Figure 73 System Options> System Fault/ Troubles

The system can be armed in one of four modes DISARM, ARM, SLEEP, STAY.
By default, it is allowed to arm the system while the following system faults are present:
. Low battery.
. Battery dead or missing.
. Battery failed.
. Date/time not set.
. GSM connection failed.
. GSM/ GPRS antenna failed.
If needed, restrict arm, when such trouble occur, check near such trouble in the System options>
System Fault/Troubles window. And in case of such trouble, the arming activation will be restricted.

The system supports up to 800 user phone numbers for remote control purpose. When the phone
number is set, the user will be able to arm/disarm the system and control outputs by SMS text
messages and free of charge phone calls as well as to configure the system by SMS text messages.
By default, the system accepts incoming calls and SMS text messages from any phone number.
Once a user phone number is listed, the system ignores any incoming calls and SMS text messages
from a non-listed phone number as well as it rejects the SMS text messages containing wrong SMS
password even from a listed user phone number.

Figure 74 Arm/ Disarm via mobile app
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1 The module could be controlled only by these users, whose phone numbers entered in the memory of the module
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ARM/ DISARM. If this check box is checked, a user will be able to ARM/DISARM the module by dialing.

‘{ OUT: The selected input will be switched, if a user will call from this number. Preferred input may be assigned to each user's number.
Thus different users are able to control different objects

\\ - Keyb Code: Key button code might be entered manually. In order to delete the code, it is necessary to enter 000000000000

- RFID Keycard: RFID Keycard code might be entered manually. In order to delete the code, it is necessary to enter 000000000000
\ iButton Code: iButton key DS1990A - 64 Bit ID code. Might be entered manually or automatically registered after the module enters keys assomatlon mode .
\ \ In order to delete the code, it is necessary to enter 000000000000. iButtons must be from 01 family ———
\_User Tel.: Telephone numbers of users who will be able to control the module by dialing should be entered in this column. User number should be entered with international code.
~ Type: Reserved for future uses
User Name: The name of users who will be able to control the module should be entered in this column.
En: Reserved for future uses

Figure 75 Users/ Access control window

5.8 Reporting SMS&Dial in Case of Alarm Events

o

The system supports up to 8 user phone numbers identified as User 1 through 8 for monitoring purpose: receive alarm phone calls via GSM
connection and SMS text messages from the system. When the system is armed or disarmed by free of charge phone call or SMS text message, the
system sends a confirmation by SMS text message to user phone number that the system arming/disarming.

By default, once a user phone number is listed, the system ignores any incoming calls and SMS text messages from a non-listed phone number
as well as it rejects the SMS text messages containing wrong SMS password even from a listed user phone number. To permit/deny system
arming/disarming by phone call and SMS text message that contain a valid SMS password, configuration by SMS text message that contain a valid SMS
password from any phone number, please refer to the following configuration methods.

' The system will NOT transmit any data to monitoring station while configuring the system remotely via GPRS network. However, during
the remote connection session, the data messages are queued up and transmitted to the monitoring station after the configuration
* session is over. SERA2 software provides remote system configuration ability via Internet using TCP/IP server on SERA2 software. The

connection can be established on the system via GPRS network. After the remote system configuration is complete the session will
automatically expire in 20 minutes. Alternatively, the connection with the server can be terminated at any time by sending an SMS text
message.

NEVER add a phone number of the device’s SIM card as a user phone number!

5.8.1 Reporting to the user‘s mobile phone

.

GSM Communications > SMS DIAL Reporting The SMS DIAL Reporting settings let you enter user’s phone numbers and set

events that will be reported to the user

When a zone or tamper is violated, depending on zone, the system will cause an alarm. During the alarm, the system will follow this pattern:
1. The system activates the siren/bell. The siren/bell will emit pulsating sound if the violated zone is of Fire type, otherwise the sound will be steady.

2. The system attempts to send an SMS text message (if programmed), containing the violated name. The system will send SMS text messages regarding
each violated zone separately.

a) If the user phone number is unavailable, it will attempt to send the SMS text message to the next listed user phone number, assigned to the same zone
as the previous one. The user phone number may be unavailable due to the following reasons: mobile phone was switched off or was out of GSM signal

coverage.
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b) By default, the system will continue sending the SMS text message to the next listed user phone numbers in the priority order. The system try to send
the SMS text message as many times as programmed.

3. If programmed, the system attempts to ring the first user phone number via GSM. The system will dial regarding each violated zone separately.
The system will dial the next listed user phone number, assigned to the same zone. The user can be unavailable due to the following reasons:
Mobile phone was switched off, mobile phone was out of GSM signal coverage or provided “busy” signal.
d) The system will continue dialing the next listed user phone numbers in the priority order. The system will dial again as many times as programmed and
the same order as phone numbers listed in the memory if it end up with all unsuccessful attempts to dial to the user.

i
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Auto DIAL to USER: Auto DIAL to
selected index of telephone number is enabled.

e.g.
Call to Tel1 in case of Input/Zone2 Alarm/ Restore

.. Tel8: SMS messages will be send and calls will be made to these phoné}fm’l‘ﬁém in case of these alarm events. User numbers should be entered with intemational code
\ 1 ([country code][area code][local number]) Without symbol '+ E.g. the mabile number of user in United Kingdom is +44 (0) 113 xxx xoxx, so Correctly entered user number:

'Limit of alarm dialing: Indicate maximum number of unsuccessful calls

SMS forwarding to Tel.1 SMS from the module resending to the other phone number
" Show Object Name: Object name will be displayed in the SMS message

Show Zone Number: Zone number will be displayed in the SMS message

Show Event Time: Event time will be displayed in the SMS message

Show CID Code: Report Contact ID code

Figure 76 GSM Communication> SMS/ DIAL reporting

5.8.2

T @

Custom SMS Text

GSM Communication > Custom SMS Text

(4 SERAZ
File

stern Options

- InputsBurglar Alarm Zones
i Outputs (PGM)
- AutomationsSensors
- Event Summary
-Events Log
- RT Testing&Monitoring
- Firmware

Settings Devices (] Read [F3]

] Mherite [F6]
Ewert Reporting/Communicetion

SMEDIAL reporting | Custom SMS Text I GPREIPTCRIUDP I CMS Reporting | SERA Cloud Service |

# Updats

The Custom SMS Text options let you enter the text that will be send to the user in case if
the alarm event occur.

e About,

D _[Text Descrition < __y|sMS Text [ ~
M 1 Aerm — \ ~ Alarm
2 Reslore \I Restore
: 3 Open <, | Open
1 Close-;\ \ \. “.“ { Close
\ Y \ \ "\‘ SMS Text: Text which will be visible in SMS message is entered.
\\ \\ \ \ Text Description: Event type text
N\

N

Alarm: SMS message text of Alarm report
Restore: SMS message text of Restore report
* Open: SMS message text of Open report

™ Close: SMS message lext of Close report

Figure 77 GSM Communications> Custom SMS Text

5.9 Reporting to the Central Monitoring Station

@
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5.9.1 GPRS/ IP/ TCP/ UDP details programming

T @

GSM Communication > GPRS/ IP/ TCP/ UDP The GPRS/ IP/ TCP/ UDP window let you set GPRS, IP, TCP and UDP parameters

JF SERAZ

File Zettings Dewvices 7] Read [F5] | Write [F6] # Update About.,
System Options Ewvent Reporting/Communication

G5M Commurnications | SMS/DIAL reporting ] Custom SMS Text
Usersidccess control

InputsBurglar Alarm Zones )
Outputs (PGM) GPRS =zettings

Automation/Sensors APN: internet — APN: An Access Point Name
Evert Summary ) 4/4'//_/4_ .
Everts Log Login: ogin: User name of GSM operator network

RT Testing&Manitoring Password (if required by network operator).

o Firmware I_Password: User password of GSM operator network
5 15 |4 e
DNS1 where SIM card inserted in the module is operating.

DNSQ\@IB_/ DNS1: IP addresses of 1" DNS server.
L- DNS2: IP addresses of 2™ DNS server.

| CMS Reporting | SERA Cloud Service

Figure 78 GSM Communications> GPRS/IP/TCP/UDP

5.9.2 Central Monitoring Station details programming

The CMS Reporting window let you set reporting to central monitoring station parameters

GSM Communication > CMS Reporting

The system can be configured to report events to the monitoring station by transmitting data messages to the monitoring station. The system
connects to the central monitoring station when the CMS (Central Monitoring Station) mode is enabled, set to GPRS.

When using the CMS mode, the data messages transmitted to the monitoring station will gain the highest priority for the delivery, therefore based
on the communication method a constant and stable connection with the monitoring station must be ensured. In case of connection failure, the system will
attempt to restore the connection and if the monitoring is unavailable for a lengthy period of time, the system switch to backup CMS.

' The module will NOT send any data to the monitoring station while remote connection, remote firmware update is in progress. However,
during the remote connection session process, the data messages will be queued up and transmitted to the monitoring station after the
* remote connection session is over, while during the remote firmware update process NO data will be queued up and all data messages
will be lost.
' Phone calls via GSM network to the listed user phone number in case of alarm are disabled by force when MS mode is enabled.
L]

Data Messages — Events

The system supports the following communication methods and protocols:
GPRS network —SIA IP protocol (ANSI/SIA DC-09-2012; configurable as encrypted and non-encrypted).
SMS —SMS to User text format.

Initially, the system communicates via primary connection with the monitoring station. By default, if the initial attempt to transmit data is unsuccessful, the
system will make additional attempts until the data is successfully delivered. If all attempts are unsuccessful, the system will follow this pattern:

1. The system switches to the backup connection that follows in the sequence (presumably - Backup 1).

2. The system then attempts to transmit data by the backup connection.

3. If the initial attempt is unsuccessful, the system will make additional attempts until the data is successfully delivered.
4. The system ends up with all unsuccessful attempts.

If all attempts by all set connections are unsuccessful, the system will wait until the delay time (by default — 1200 seconds) expires and will attempt to
transmit data to the monitoring station again starting with the primary connection.
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Figure 79 GSM Communication > CMS Reporting window

{4} SERA2 — a *

Read [F5] ‘Wifrite [F6] #® Update About..
Event ReportingiCommunication

SMS/DIAL reparting | Custom SMS Text | GPRSAPTCRAIDP SERA Cloud Service |
- UsersfAccess control ~CWIS Reportin 1
- InputsBurglar Alarm Zones —Primary—€ &
- Outputs (PGh) - —~ Primary: Primary central monitoring station settings
- AUtomation/Sensors ID'S‘E'E"E « 'j T~ Disable Data transmitting to the primary CMS or
- Ewert Summary S A—“—\ GPRS Data transmitting to the primary CMS via GPRS network or
- Ewenits Log — IP or Domain The IP address xxx.xxx.xxx or domain name of the receiver station
- RT Testing&Monitoring RemotePorte_ I IE'~ Remote Port The IP port defined as input port on the receiver station to receive the
- Firmvare connection requests (TCP mode) or the datagrams (UDP mode) transmitted by ALERT
—Backup 14— Backup 1 central monitoring station settings
IDISﬁbIB :I' Transport Protocol: The used link protocol: UDP (datagrams exchange without connection)
P or Domain | or TCP (connected mode)
ID— Backup reporting after n attempts: If communication with primary central monitoring
femote Port station (CMS) is disable, switch to backup CMS after n attempts
Return To Primary After n min: Return To Primary After n min

~Setting: /
Transport Protocol: ITCP
Backup reparting after: 3 ttempts

Return To Primary After: 0

Figure 80 GSM Communications> CMS Reporting window

(&) sERaz - O X
File Settings Devices [§]Read [F3]  [§]Write [F6] & Update About.
- System Options vent Reporting/Communication

1.G5M Communications SMSIAL reporting | Custom SMS Text | GPRSPTCPADR | CMS Reporting | SERA Cloud Service

- Uzersitccess control =
e InpUt SR Alarm Fone I—CMS Reporting

ANSIEIA P DC-09

SIA IP Standard: ANSI/SIA DC-09-2007 or ANSI/SIA DC-09-2013
Encryption AES128: The "Encryption" option validates the encryption of messages.
If this option is enabled, the encryption key must be defined.

Key 32 char (Hex): AES key size 128 bits. Definition of the key as a string of
respectively 32 hexadecimal characters, relatively to the size of the selected key.
Account Number (Hex): mandatory, consists of 3-16 hexadecimal digits
Account Prefix (Hex): Optional, consists of 6 hexadecimal digits maximum.

Sl IP Stanclard:
neryption AES128: -

Key 32 char (Hex) |D1 23456789ABCDEFO 234567 89ABCDER

Account Number (Hex): I'1 23454

Account Predix (Hex): ITBEABC

Receiver Number (Hex): Optional, consists of 6 hexadecimal digits maximum. Receiver Mumber (Hex): ISTQEIDF
Supervision Message n seconds: Supervision NULL Message. Optionally, the PE »

and CSR may be configured to supervise the connection. Module ySuerdsion Message: [ lF s
periodically send the Null Message to the CSR. Supervision interval shall be se Time Stamp: I
configurable over range of 10 seconds to 9999 seconds. TJ

Use Time Stamp: This option validates the addition to the messages of a timestamp
in GMT time. This option is always forced for encrypted messages.

Return To Primary After: ISU mirt

Figure 81 GSM Communication> CMS Reporting window

5.10 Event Summary (Events)

The Event Summary (Events) window illustrates Contact ID codes of the events and enable user to change the text

that will be reported in case if the event occur.
Event Summary (Events)
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{8} SERa2 - O P
File Settings Devices Read [F5] Write [F6]  # Update About.

- System Options [ Event
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SENSOR

Figure 82 Event Summary window

1.1. RT Testi

. &

RT Testing & Monitoring > Hardware

ng & Monitoring. Hardware.

(8) SERA2

File Settings Devices @Read[ﬁ]

The Hardware monitoring window let you see real time input, output actions and GSM information. Thus

it would be easier to evaluate whether the input, output actions, registration to the network operates as

appropriate.
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r Start Monitoring: starts the monitoring of the module

IMEL H\ Stop Monitoring: stops the monitoring of the module
- ICCID‘<—|—\_IMEI: IMEI number of GSM modem
’ + SIM ICCID:1CCID (Integrated Circuit Card Identifier) - A SIM card contains its

S card: «—I_\

Signal level:
Registration €«

printed on the SIM card.

SMS Service Centre Address €«—_

—System Status

System Voltage: ID ID W .'._\_\ mobile phone.

System Yoltage [

RTC Clock

Module Real Time Clock: (&) Set RTC Clack |
\

Time <«

unique serial number (ICCID). ICCIDs are stored in the SIM cards and are also

SIM Card: If note READY is visible, it means that SIM card is fully functioning.
Otherwise, check whether PIN code request is off or replace SIM card.

I Signal level: Signal strength of GSM communication

+ Registration: State of GSM modem registration to GSM network.

I SMS Service Centre Address: SMS center number. This number should be

checked if it is correct. If this number is incorrect. SMS messaging may be

impossible. This number may be changed after inserting SIM card into any

-System Voltage: Power supply voltage. Nearby number is value of ADC voltage.
When multiplying this number by the coefficient, voltage value (V) will be achieved.
r I‘__\_\ ystem Voltage: System voltage OK/Trouble

RTC Clock: Real time clock OK/Trouble
Module Real Time Clock: Indicates the time of the module RTC
Set RTC Clock: By pressing this button real time clock of the module will be set.

Figure 83 RT Testing Monitoring> Hardware window
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Figure 84 RT Testing Monitoring> Hardware window

5.11 RT Testing & Monitoring Security Alarm Panel/ Access

@

RT Testing & Monitoring > Security Alarm Panel/ Access

The Security Alarm Panel/ Access window let you see real time zones states: is zone
alarmed, bypassed, forced etc. This window it let you change system state: disarm, arm,
sleep, and stay. This window let you look to access control area also.
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. Events Lo alarm r Alarim Sl wn o [ Bypasssef Forced [
--IRT Tes.ting&MnnitnringI Tamper)Fault I Tamper Shutdown [

- Firmware —7ore3 /
Alarm Alarm Shutcdowen Bypaszsed[ M
TamperFault Tamper Shutdown /Eﬂu&e&"_’
| |
Y_ Alarm Shutclowen IN

’Ifﬁlvpassed I" Forced

\

Figure 85 RT Testing Monitoring> Security Panel/ Access window
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If checked and the color is red the zone is alarmed
Tamper/Fault:

If checked and the color is red, the zone is tampered.

Alarm Shutdown:

If checked and the color is red alarm shutdown for the zone is
activated. Allowable number of the same alarm events is
reached and the same events will not be reported.

Tamper Shutdown:

If checked and the color is red tamper shutdown for the zone is
activated. Allowable number of the same tamper shutdown
events is reached and the same events will not be reported.
Bypassed:

If checked and the color is red, the zone is bypassed.
Forced:

If checked and the color is red, the zone is forced
Zone1...Zone4:

Zone index

V-2022-04-28
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) SERA2 - O x
File Settings Devices [i] Read [F5] | Write [F6]  # Update  About...

- System Options onitoring windos:
- 35M Communications Harehware | Security Alarm Panelifccess | Sensorsiautomation | Event Monitoring
- L 18 ritrol

| ST;SBCCTSS;D mz ZLoned Security Alarm Panel Montoring |
inputsiurglar Alarm L0 | alam I Alarm Shutdown [ Bypassed[ Forced [
- Qutputs (PGM)

System Stat

. sutometion/Sensors TamperFault [ Tamper Shutdown [ ystem e ARM
- Event Summary Zone2
.. Events Log Alarm [ Alarm Shutdown [ Bypasszed| Forced DISARM |) ARM L S| EEP STAY
-|RT Testina&Manitoring TamperFault [~ Tamper Shutdoven [
- Firmuwvare

System State: The indication of current mode of the system.

DISARM After pressing the button DISARM, disarm mode should M’ ystem Yoltage I
ARM After pressing the button ARM, arm mode should be entered 4 RTC Clock I
SLEEP After pressing the button SLEEP, sleep mode should be entered

STAY After pressing the button STAY, arm mode should be entered
System Voltage If the checkbox is checked and the color is red the trouble with
system voltage is indicating. If color is green, there is no trouble with system voltage.
RTC Clock If the checkbox is checked and the color is red RTC clock is not set.

If color is green, RTC clock is set.

Time: Real time and date is indicating. ji” e

Set RTC Clock: Set date and time of the module by clicking this button. /; Incoming Call

iButton Read The number of iButton Maxim iButton key DS1990A - 64 Bit ID CCV

Incoming Call: The number of users phone that is calling to the module's SIM. i PRI AL CalEIE

Wiegand RFID Card/Key The number of Wiegand RFID Key Card _///

Module Real Time Clock: (&) Set RTC Clock

|#Time

Access Cantrol

Figure 86 RT Testing Monitoring> Security Alarm Panel/ Access window

5.12 Automation & Sensors Programming
&,

The most important information due to automation with the module Progate

Sensors. The module can receive signals from standard sensors that produce a standard analog or pulse output. Sensor’s parameters should be set by
SERAZ2 software.

Remote Monitoring, Control It is possible to monitor, control or log data by using GSM GPRS network from almost any location around the world. The data
transmitting via GPRS using TCP/IP protocol; the GSM module connects to the internet via a GPRS cannel to SeraServer server tool who registering all
devices. The connection is established by the SERA2 configuration tool using unique id. The SeraServer is designed to make setup and use fast and easy
setup and configuration.

Remote monitoring. Using the GSM, GPRS remote access from the simplest application, viewing data to more sophisticated uses, such as sending a text
message when an alarm occurs or transmitting a data log file over the internet from a remote location to a central office. A user can access this data
anytime, anywhere.

Testing & Monitoring. You need to monitor the temperature, humidity maybe even the security

Localized Monitoring Systems. Perfect for many applications, SeraServer technology can be used in labs, clean rooms, museums, warehouses, computer
rooms, food processing/storage, hospitals, and greenhouses, as well as HVAC, pharmaceutical, electronic assembly, and many more
environments. Depending on your specific application, you can monitor ambient temperature, humidity, or use a thermocouple or other process. Sensor
with analog voltage/current or pulse output, and make the data available anywhere. The Sera Server can be configured quickly and easily you can even
use a SERA2 program.

Step by step to set the parameters of security system:
Installation:
. Install the module Progate and sensors (PIR, smoke detectors, door contacts
e  Connectthe GSM antenna to the antenna connector. Insert the SIM card in the SIM card holder. Ensure that PIN request function is disabled.
Connect the battery
Connect the power supply
Connect the sensors (PIR, smoke detectors, door contacts) to the module Progate, according connecting diagrams
Connect Bell, Siren to the output of the Progate, according connecting diagram
e  Connect Wiegand keypad and RFID reader, according connecting diagram
Configuration:
e Install SERA2 software
Connect the module to the computer via mini USB cable.
Configure sensors parameters
Configure PGM outputs
Enter user phone numbers for system parameters monitoring
Read information about arming/ disarming and systems operation algorithm
Enter user phone numbers for remote control of the outputs
Set reporting to server details
Read event Log
Real time sensors inputs, system outputs monitoring
Sometimes it is useful security system’s details for automation purpose:
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1.1. Automation/Sensors (Automation/Sensors/Analog Inputs) Programming in SERA2 Software

.

o}

Step by step to start DS18b20 sensors:

3. Connect 1-Wire sensors DS18b20 to D1 or D2, D3 according connection diagram.
4. Digital input type D1,D2,D3 should be select in the System Options> Digital /O Settings window. Set digital input definition D1, D2, D3 to Dallas
1-Wire Bus option
(@) SERA2
File Settings Devices _‘:ﬂ Read [F5] _"i.] Write [F6] # Update About...
" GSM Communications System Faut/Troubles | System Info

i UsersiAccess control

-~ Burglar Alarm Zones SPEEDCINE VSRS CHNSS
- Outpuds (PGM) Object Name: [obiect Name Test Time: 1330 hhomm
P :\'i:ﬂm;:?n”g:mrs SMSIAPP Text Charset [Latin (160 SMS symbols) || Testperioa: [ [pays ~|
- Events Log SIM Card PIN: I*"“ Entry Delay |1 5 s
—RT Testi itori
[T restngsontoring Installer Password: [raase (6 symbols) Exit Delay: P s
SMS Uszer Password: |‘*‘*‘* (6 symbols) BelliSiren Cut-off Timer: |1 20 ]
User Access Code Format: |4 - Digits: vl Time Zone: I(GMT‘. + 2) j
1i01 Seftings |EI-1 0% Analog Input (Zone or Sensor) ﬂ Dayiight saving time: v
1102 Settings |c|-1 0V Analog Input (Zone or Sensor) 3
; ; Clock synchronization: |010‘Ud Server j

Digtal 110 D1

Clear Everts Bufer after reset
Door Chaim

Diggital In
L)

ature sensor DHT22/AM2301/AM2302/AM2305/AM2306/4M2320/4M23208

Bell Squavk on ARMDISARM I Set Module Time from PC | Read Module Time [
Auto - reARM m ]
PC time: 2019-07-11 11:02:24 Thursday
Start Button/RFID programming mode | Stop iBLtton/RFID programming Panel Time:
Reset Device |

Figure 87System Option> General System Options window
8.  Write configuration by pressing “Write” icon

(8) SERAZ
File Settings Devices 3] Read [F5] ] Write [Fé] # Update About..
Figure 88Command line
9. Power the module.
10. After module starts. Within few seconds, it will automatically scans and registers all connected 1-Wire sensors on the bus.
11. Read configuration
12. Go to “Automation/ Sensors” window in the SERA2 software
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(8) sERaz — O
| Read [F5] = irite [F86) # Update
] £ P

- System Options AutomationsSensorsiAnalog Inputs
- GSM Communications | Sensorname | Sensar Hardware ID | Urit |RT value| Mex val SMS | Min val SMs | Mex val OUT | Min val OUT | Max Hyst | A
- Users/Access control P|[# 1 Sensormamet | GTMInput Wwazu Tempersture S °C Mis, 30 5 28 10 1

-~ InputsBurglar Alarm Zones 3
Sensor 1 Settings e

Sensor Settings

- Evertts Log Sensor Mame |Sensor Mame 1

. RT Testing&honitari Double click on the selected line
- estinghontaring a Sensor type/hardware locatio GTM1Input D1,1-4wire, DS~ -Sensor type/ hardware location: Select (assign) sensor location
= FIFMYYare

5

=]

7 ) - Sensor Unit Text: Enter Units of sensor’s values. e.g. °F , °C.
4 Sensor Unit Tele

9

| High/Max ' alue Action Settingsl

I

— 1 Max Value Alarm Event/SMS: «<—— Max Value Alarm Event/ SMS: Max allowable value, which will be reported.

o] | Max Value To Activete Outputt—" Max Value to Actlvafe OQOutput: Max allowable? value, \:vhllch‘wnl activate the selected output
L Max Value Hysteresis: Temperature hysteresis value is indicated.

| [[#13] | MaxValue Hysteresis: Max Alarm Event Delay: Alarm SMS delay
#118| | Max Alam Event Delay: Max Value Output Control Delay: Output activation delay .
u / Output: The output which will be activated, when the max allowable value will be reached

#115 .
— %16 Max V"‘W Contact ID Report Code: Enter Contact ID code of the event
— Output: Alarm Event SMS Text: Text, which will be visible in SMS message in case of max value alarm.
|7 Contact 1D Repart Code: Alarm Event/ SMS: The indicated report of max value alarm will be sent when it is checked.
18 > Restore Event/ SMS: The indicated report of max value alarm will be sent when it is checked.
EED Alarm Event/SMS

v Lﬂastme Event/ShS v
[#=21

B LowMin Walue Action Settings
[#j22 I g |
[#)23| | MinVWalue Alam Event/SMS5: <4—— Min Value Alarm Event/ SMS: Min. allowable value, which will be reported.

[#24] | MinValue ToActivate Dutput < Min Value to Activate Output: Min allowable value, which will activate the selected output
mrE ) Min Value Hysteresis: Temperature hysteresis value is indicated.

o [Z;'Es Min Value Hysteresis: Min Alarm Event Delay: Alarm SMS delay

L |#528| | \in Alamm Evert Delay: Min Value Output Control Delay: Output activation delay

[#z7 . / Output: The output which will be activated, when the min allowable value will be reached
|#2e i fetes Dt Castinl Del=n Contact ID Report Code: Enter Contact ID code of the event

— @29 Dutput: Alarm Event SMS Text: Text, which will be visible in SMS message in case of min value alarm.
— "‘ Contact ID Report Code Alarm Event/ SMS: The indicated report of min value alarm will be sent when it is checked.
[#i30 Restore Event/ SMS: The indicated report of min value alarm will be sent when it is checked.

L oK
Restore Event/SM5 v

T |[#1g| | Alamn Event SMS Text:
_ Heater un

LD et £ SMS Alarm Low Temperature

r

[#}31| | Alama Event SMS Text:
< Alarm Event/SMS

Figure 89Automation/ Sensors window

13. Double click on the selected sensor’s line. Set other parameters of the sensor MIN, MAX values Units etc. Every field explanation:Automation

& Sensors Programming
14. Write configuration to module, by pressing “Write” icon

(%) SERA2
File Settings Devices [§] Read [F5] @] Write [F6] @ Update About.,

Table 7 Explanation of every field in "Automation/ Sensors" window

- v = 0,3284x - 269,26
= //_‘A
e _‘_//_
25
@ _/'
E = ‘_'_.-/'_
g 15
= //
10 —._//_
5 _/_.—
s} i T T T T T
&0d.00 820,00 840,00 860,00 880,00 200,00 920,00 240,00
ADC
x-multiplier= Mult Coef Correction X-multiplier coefficient. Following the equation “Temperature=X*ADC+Y*“to calculate X
p and Y coefficients. Measure temperature in two points at least.
Y-offset= Sum Coef Correction Y-offset coefficient. Following the equation “Temperature=X*ADC+Y*“to calculate X and
Y coefficients. Measure temperature in two points at least.
Temperature= X*ADC+Y

Figure 90 how to calculate X-multiplier and Y-offset with excell chart.
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5.12.1 How does smart thermostat, alarm system works?
The module will keep the home at a stable temperature

,Min Value To Activate Output” temperature is great for helping prevent home from going below certain temperatures by turning on heating when the set
limits are reached. Turn off the heating, when comfort zone is reached.

The smartphone will alert user if there are unusual temperature changes at home.

,Min Value Alarm® temperature can prevent the pipes from freezing, even if the heating system is broken. The module Progate will inform the user (send
alarm SMS and call)

Temperature control system relies upon a controller, which accepts a temperature sensor as input. It compares the actual temperature to the desired
control temperature, or set point, and provides an output to a control element. An on-off controller will switch the output only when the temperature crosses
set point. For heating control, the output is on when the temperature is below the set point, and off above set point. Since the temperature crosses the set
point to change the output state, the process temperature will be cycling continually, going from below set point to above, and back below.

@ @ @

g
=3
©
@ Heater OFF
g Heater ON
@
Alarm

Time

Figure 91 How does thermostat work

5.12.2 How to prevent the output from frequently changes according to minute temperature changes

ON/OFF control action turns the output ON or OFF based on the set point. The output frequently changes according to minute temperature changes as a
result, and this shortens the life of the output relay or unfavorably affects some devices connected to the Temperature Controller. To prevent this from
happening, a temperature band called hysteresis is created between the ON and OFF operations.

In cases where this cycling occurs rapidly, and to prevent damage to contactors and valves, an on-off differential, or “hysteresis, “is added to the controller
operations. This differential requires that the temperature exceed set point by a certain amount before the output will turn off or on again.

Cooler ON/| Cg«lher OFF
g .
5 \\
o - High/Max Vekue Action Setings S
Time Max Value Alaim Event/SMS: 3
=" Max Value To Activate Output: 2
/ A Max Value Hysteresis: 1
- - /| Mas Alam Even! Delay: 10000 me
® Ve — | MexVale Duiput Contil Delay: [0 me |
© | (R R L /
2 ouTl —
3 Oulput:
g N Contact D Report Code: 158
£ H Alarm Event SMS Text MasVawe
@ X Value Hysteresis
Enable Alam Event/SMS I
Time

Figure 92 The example of configuration. Sera2> Automation/ Sensors. Double click on the selected line.

PROGATE User manual

Max Value hysteresis is the same hysteresis for Output activation and for alarm event.
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5.12.3 The example of heating, cooling control with the module Progate

A
= Cooler ON
Q
3P
8%
0o Cooler OFF
»
Time
e s e e e s e s e s s e e A L e e e s e e e e e e e <— High Alarm SMS
<+— High Alarm Restore SMS
———————————————————————————————————————— <+— High Set Point
SRR i SRR AR SRR -<— High Set Point - Hysteresis
2
= |
W
—_
a
E Comfort Zone
F ! ; -<+— | ow Set Point + Hysteresis
_____________________________ Low Set Point Hysteresis_. Low Set Point
. <+— | ow Alarm Restore SMS
______________________________ - __LowAlarm Hysteresis . o |\ Alarm SMS
Time
<4 Heater ON
[w]
T D
5t
@5 Heater OFF
I o >
Time
High/Max Value Action Setlings The module activates the output at the set point. The event recovers from the hysteresis value.
Max Value Alarm Event/SMS: 30
Max Value To Activats Dutput: 28 Temperature 28 degrees — _ Ol_JT1 ' will be activate after 1000ms. ,Max AIarr’r_1 Event
Max Value Hysteresis [ Delay“prevents from OUT1 activation in response to short-term temperature fluctuations, for
‘ o000 me example because of window or door opening.
RIS Temperature 30 degrees —alarm SMS with the text “Max Value” will be send after 10000ms
Max Value Dutput Control Delay: 1000 ms
Dutput: - If the hysteresis set to 1. The system will work as follows:
Contact 1D Report Code: 158 Set pOint =28 degrees
Alstrn Event SMS Text Morvae When temperature rise to 28 degrees, turn on the cooler. When temperature drops to 27 degrees,

Enable Alsan Evert/SHS 7 the system will turn off the cooler.

Figure 93 The example of sensor's setting

ON- OFF control switches the output either full ON or full OFF, depending on the input set point and hysteresis values. The hysteresis value indicates the
amount the process value must deviate from the set point to turn on the output. With hysteresis set to 0, the process value would stay closer to the set
point, but the output would switch ON and OFF more frequently, and may result in the output “chattering”.

In order to control big power alternating current equipment, it is comfortable to use solid state relays.
AC/DC adapter with the voltage 10V - 14V and current >=1A might be used to powering the module. We recommend to use TPS12 power supply with

the deep discharge protection. The solution with Progate module will gives a call and send SMS warning when the battery voltage reaches the limit.
https://www.topkodas.|lt/Downloads/TPS12_UM_EN.pdf

5.13 Data Transmitting to Server & Remote Control

.

' GPRS/ IP/ TCP/ UDP details must be configured before TCP/IP Remote control will be set

It was discussed in GPRS/ 1P/ TCP/ UDP details programming

5.13.1 TCP/IP Remote Control
&,
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GSM Communication > SERA Cloud Service The TCP/ IP Remote Control window let you set basic TCP IP remote control
settings and enable or disable remote communication.

(3} SERAZ - O b4
File  Settings  Devices ] Read [F5] ] Write [F6] @ Update About.
- Sy stem Options Evert ReportingiCommunication
| @EM Cammunications EMEDIAL reporting | Custom SMS Text | GPREIPTCPLDR | CMS Reporting || SERA Clolid Service |
- Usersf&ccess control

Inputs/Buralar Alarm Zones t Enable: Check the checkbox to enable remote control/configuration of
- Outpuis (RGM) ﬁ—i module over internet.

-Autometion/Sensors Enakle v ["_ SERA Cloud Service (Defaut). SERA Cloud Service (Default): Enable SERA Cloud Service

-Evert Summary IP or Domain: IP address xxx.xxx.xxx or domain name of remote control server
. Everts Lo Plor Domain: |C‘°Ud-t°l3“°d39-'t «— .

L Remote Port: Remote server port.

-~ RT Tesling&Monitoring R, 10000 App Key for remote connection via cloud service. Default 123456
- Firmuware i / (App Key must be the same as in Sera2> Settings Enter the same App Key

APP Key: and the same as in mobile app)

Figure 94 GSM Communication > SERA Cloud Service window

5.14 Events Log

.

Events Log The Event Log window show real time information of the events that has been occurred

The event log allows to chronologically register up to 2048 time stamped records regarding the following system events:
. System start.

System arming/disarming.

Zone violated/restored.

Tamper violated/restored.

Zone bypassing.

Temperature deviation by MIN and MAX boundaries.

System faults.

Configuration via USB.

User phone number that initiated the remote configuration.

Communication with monitoring station status.

(@) SERAZ

File Settings Devices ﬂ Read [F5] E Write [FB] @ Update About..,

; - System Options Everts Log

i (GSM Communications L
Usersifccess contral Read Event Log L\ Clear Event Log I
i InputsBurglar Alarm Zones

Outputs (PGH) 1235 Event:1:601:00:000 Time:2020-01-06 13:30:00  Manual test report

) 1234 Evert:1:373:01:005 jme:2020-01-05 21:36:45  Fire Troubkle, Zone:005, Zone Mame 5
AutomationfSensors ————»F

- Event Summary

Events could be read from the module by clicking Read Event Log buttoq )
Events could be cleared from the module by clicking Clear Event Log button
Note: Event report text which was indicated.

Time: Event date and time.

Event: Object number and registered event report in Contact ID code.

Event Number: Event sequence number

R Testing&Monitoring
i Fitmwvare

Figure 95 Events Log window.

5.15 Remote Monitoring, Control, Configuration, FW update over the internet

.
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What can be done remotely connecting to a module over the internet?
e  The system parameters may be changed
e  Monitoring system status, temperature sensors may be observed.
e  Firmware update of the module

How does it works?

Remote connection is established via GPRS using TCP/IP protocol;

The GSM module connects to the internet via a GPRS to SERA cloud server [cloud.topkodas.lt].

The connection is established by the SERA2 configuration tool using unique 1D of the module UID IMEI.

Progate €-> SERA Cloud Server [cloud.topkodas.Itf] €->SERA2
Or
Progate € SERA Cloud Server [cloud.topkodas.It] €->Standard web browser. Firefox, Chrome etc.

Sera Cloud Server opens tunnel between module Progate and SERA2 or APP and lets them communicate to each other via TCP protocol.

Steps to activate Remote control over internet:

Install SERA2 software

Go to “GSM Communication” window, “GPRS/IP/TCP/UDP” tab.

Set APN, Login, Password (default 123456).

Go to “GSM Communication” window, “Sera Cloud Service” tab. Set Sera Cloud Service to Default parameters.
. Write the configuration into the module by pressing “Write” icon

(%) SERAZ

File Settings Devices [i] Read [F3] & vwrite [F6]  ® Update About...

- mystem Options —Event Reporting/Communication
| GEM Communications |

- zerslicoess control
- Burglar Alarm Zones

oRwpR

- outputs (PG
- AutomationsSensors Enahble v [ SERA Cloud Service (Default)
- Event Summary
- Events Log IP or Domain; |c|oud.topkodas.lt
:ji':n:ll'is;:;g&r-nnnrtorlng Remote Port: W
APP HEY: I*t*t*t

Figure 96 GSM Communication> Sera Cloud Service window

6. Go to Sera2> GSM Communication> CMS Reporting

{3} SERA2
File Settings Devices Flead [F5] Write[FG] @ Update  About.
- System Options —Evert Reporting/Communication
- GSM Communications | SMSMIAL reporting | Custom SMS Text | GPRSAPTCPAIDP SERA Cloud Service |

- Usersficcess control

- Burglar Alarm Zones M3 Reporting

Primary AMSISIA P DC-09_2013

- Outputs (PG) -
- Sutomation/Sensors IDlsable :I' Encryption 8ES128: r

- Event Summary I

Events Log P ETElR Key 32 char (Hex): [n123456783BC0EF 01 234567294BCDEF
- RT Testing&Monitoring Remote Port ID Account Number (Hex): |12345A
- Firtmware 5
~Backup 1 Accourt Prefix (Hex): I?EQABC
IDisabIe :l‘r Receiver Number (Hex): ISFQBDF
[P Wizl I Supervision Message: r IF 5
Remote Port IU Use Time Stamp: v
—Settings

Transport Protocal: TCP hd

Backup reporting after: |3 Aftempts

Return To Primary After: |3L'l min

Figure 97GSM Communication> CMS Reporting window
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6. Public IP or domain must be entered. Enter remote port, ping time, encryption key and enable the communication.
7. If needed, APN/Password/Login/IP/Domain/ Port /PING time /KEY can be set by SMS commands

GPRS network settings
[INST000000_008_APN#LOGIN#PSW#
008= command code (GPRS network settings)

Remote control of the module over the Internet.
[INST000000_009_ ADDR#PORT#PING#KEY#
009= command code (Remote control of the module over the Internet)

APN=31 symbols
LOGIN=31 symbols
PSW=31 symbols

ADDR = the format of IP address xxx.xxx.xxx.xxx (the numbers from 0 to 255 should be
separated by dot or domain text length of up to 47 characters)

PORT= TCP port number from 1 to 65535

PING= communication control ping time from 30 to 9999s

KEY= encryption key. Encryption key should be the same as server key. Default 123456

:] %] Read [F5] & Write [F6] @ Update
- System Optiorss Pragram Settings X
- GSM Communications
L Usersitcoess cortrol
- Burglar Alarm Zones Language: [English | Check for Updates Automatically [

- Outputs (PGM)
o Automation/Sensors

|+ Evert Summar
Y Remote connection to the device over internet

-~ Events Log
f i dari Clear All History
-~ RT Testing&Mantaring B [etod topkodas 1 [ SERA Cloud Service (Defaut) —;\—I
Firmvvare
Part 10001 3, Clear Selected
Select unique device idertifier UID (IMEIMAC) from the list of connection history
Device UIDAMEIMAC |589395EI305211 69 GT1 Demo j

System Name (Optional) | GTh1 Demo

azasns

App Key

Q Connect ‘ ’,‘ Disconnect

Server Status:

Figure 98 Command line> Settings window

8. Sera2> Settings Check “SERA Cloud Service (default)’ checkbox.
9.  Enter Device UID/IMEI. Press Connect button and wait till connection will be established. In the bottom in the task bar appears TCP connected
notification.

[
1 SERA2 software can remember all IMEI that was entered in the past. If needed to clean the list UID/IMEI, press “Clear History”.

5.16 Testing & Monitoring Automation
.,
5.16.1 Real-time Testing & Monitoring > Sensors/ Automation

RT Testing & Monitoring > Sensors/ Automation The Sensors/ Automation window let you see real time sensors states: is the sensor active,

does it reaches high or low value alarm.

PROGATE User manual
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(@) SERAZ

File Settings Dewices Read [F5] ] ‘Wirite [F6] @ Update About,

- System Options —Monitoring windo!

- GSM Comnunications Harchvare | Security Alarm Paneliscoess | Sensorsibutomation | Event Monitaring |

Uszersidccess contral —=areor Name 1 Sensor Disabled
- InputsBurglar Slarm Zones . A

- Outputs (PGM) Walug |pz_g4 J o — _
r Pl !

- Automation/Sensors —Senzor Mame 2,Sensor-Disabled

- Bvents Log
-|RT Testing&Monitoring —Senszor hame 3 Sensor Disabled

- Firtmavare Walug N-‘ i\

ensor Mame 4, Sensor Disabled

vae s i
— M — B amnar hlama & Canaas Riaaklad

Low Val Alarm: If checked and the color is red, the low value alarm is generated
High Val Alarm: If checked and the color is red, the high value alarm is generated
Active: If checked and the color is green, the sensor is active

Value of the sensor

Event Summary alue 24 35 K

Figure 99 RT Testing & Monitoring > Sensors/ Automation window

5.16.2 Real-time Testing & Monitoring > Event Monitoring

.

RT Testing & Monitoring > Event Monitoring The Event Monitoring window will show real time events information

() SERDZ
File Settings Devices [F|Read[F5]  [§]Write [F6] @ Update About.

- System Options Monitoring wwindow

-~ GSM Communications Hardware | Securty Alarm Panelisccess | Sensors/autometion | Evert Montoring

- Usersitccess control

Inputs/Burglar Alarm Zones 00os Event:3:407.01,900 Tlrne 2020-01-08 09:33:5 Remote CIDS;, User.000, Mame: Syste . o
3 h004 wert;1:455; EH |:||:| :2020-01-05 09:33:4 - o — Note: Event report text which was indicated.
Outputs (PGM) s X
X 0003 Event:1:5: Tlme 2020 01 33: Remote UploadDownloa — Time: Event date and time
- Sutometion/Zensors e
0002 Event:1: 553 01 002 X Remote pUE — Event: Contact ID Code
- Evert Summary 0001 Event1:553:01:001 Time: 2020-01-08 02 3343 Event T

- Everts Log 0000 Event:1:407:01:000 Time-2020-01-08 09:3340  Remote Open, User:000, Name:Systef  CVeNt number
RT Testing&Monitoring
Irmyvare

Figure 100 RT Testing & Monitoring > Event Monitoring window.

6 Info: Hardware, Firmware, Bootloader, Serial No & Updates

q,a ("5
System Options > System Info The System Info window let you take a look to the main hardware, boot loader,
firmware, serial no, IMEl, GSM Modem information.
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(4} SERAZ
File Settings Dewvices EREEMFS] Ewrite [FE&] # Update About..

-t System Options System

- GEM Communications General System Options I System FaultTroukles [ System Info |

- Ugersfdccess contral

- InputsBurglar Alarin Zones Hardvware <€

- Outputs (PG |~ Hardware: Control panel type.

- ButomationiSensars Bootinader€——— Bootloader: Bootloader version

. Event Summary Firmware4— Eirmware: Configuration software

- Everts Log | — Serial No: Registration number

- RT Testing&Monitoring Serial ND:‘//IMEI: GSM modem IMEI address.

- Firmweare IMEI:/ GSM Modem: the type of modem
GSM Modem¥

At

Figure 101 System Options > System Info window.

6.1 Firmware Update

Firmware This window let you update the firmware of the module.

(#) SERAZ - m| X
File Settings Dewvices ERead[FS] Ewnte [F&) @ Update About,.,

- System Options Firmware

- 33M Communications
Usersifccess control
- Inputs Burglar Alarm Zones

1 Open firmware file: press Browse and open the folder containing firmware file.
2 Press “Start FW Update” button:

::‘:Eﬁgﬁignﬁnsors 3 If firmware update does not start in a few seconds, reset the module to continue...
Event Summary 4 Wait until the end of the process.
--Events Lag 7 Press the reset button of the module to continue
RT Testing&Monitoring
m 1. Open firmware file \ x
| Browse |
2. Press "Start Update" Start P Update |

3. If Py update doesn't start sutomatically in a few secondds, reset module to continue...

4 \Wait urtil end of process...

Figure 102 Firmware window

7 Recommendations for the user & installer

o What should you do, if you noticed, that there is Sensor trouble in the “Event Log” window?

0009 Event1234:1:110:01:006 Time2017-02-14 08:51:41  Note: , Fire Alarm, Zone:006 |
0010 Event:1234:1:380:00:001 Time:2017-02-14 08:53:30 Note: , Sensor Trouble, Zone: 001 |

Figure 103Sera2> Events Log window
1. Itis comfortable to use “RT Testing&Monitoring” window. Red field indicates sensor’s troubles.
2. Go to Automation/ Sensors window, disabling this sensor and press “Write”. Maybe there is the problem with sensor’s connection
to the module.
3. If the problem still exist, please read, save and send the configuration to the seller. Describe what and how is connected to zone:
001 and send this information to the seller.

8 Remote control and configuration using SMS Commands
3 @
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Users allowed:
Control outputs,

Installers allowed:
Control outputs

Arm/disarm the system or select stay, sleep mode Arm/disarm the system or select stay, sleep mode

Bypass zones

Set the time of the module

Request zone test and system state
Forward messages to other number

Bypass zones

Set the time of the module

Request zone test and system state
Forward messages to other number
Enter/ deleting user phone numbers

Set periodical test,

Set GPRS network settings

Remote control via Internet

Activate/ deactivate connection to the remote control server.
Enter/ deleting iButton keys

Change sensor’s values

Request module configuration information
Change user, installer password

Installer code — 6-digit password used for system configuration, control and request for information. By default, installer code is 000000, which is

highly recommended to change.

User code — 6-digit password used for system control and request for information. By default, installer code is 000000, which is highly recommended

to change.

1 The module could be controlled only by these users, whose phone numbers entered in the memory of the module

- |dentification:

INST - Install used for module’s configuration.
- Installer’s or user’s password.

- space character

- Command code.

- space character

- First configuration array

- space character

- Second configuration array

- |dentification:

USER - User used for module’s control.
- Installer’s or user’s password.

- space character

- Command code.

- space character

- First configuration array

- space character

- Second configuration array

-efc. -etc.
9 The table of installers commands
' SMS commands with correct INST password can be send from any phone number. Keep INST password in secret!
L]
' SMS configuration is allowed only with Latin characters. Unicode is not allowed.
L]

Table 8 The table of installers commands

INST000000_001,_N#TEL#SMS#DIAL#System|

open close

Programming of users telephone numbers to send SMS and to make a call if the event
occur:

001= programming user's tel. numbers for DIAL and send SMS

N = user ID number 1-8

TEL = user's telephone number (max 16 digits) without (+) country code, operator's code and user's
telephone number included. The end symbol #;

SMS = event filter for sms. 1- send event, 0- don’t send event. Sequence of the events 1.2.3...n For
example: 001000

DIAL = event filter for DIAL. 1-DIAL if the event occur, 0-don‘t DIAL Sequence of the events
1.2.3...n For example: 101000

#= delimiter

e.g.: INST000000 001 1#37066666666#0001000000#0000011111#

Event filter eiliskumas:
1-reserved
2-system open close

10-Input/Zone4 Alarm/Restore

[INST000000_002_ID|

Delete user’s phone number according the user ID number. Phone number used for receive
user’s information.

002= command code (deleting user's numbers according the user ID number)

ID = user ID number from 1to 8

[INST000000 004 ID#TEL#OUT#OPT#NAMEH

To enter user‘s telephone number for remote control via short call

USER NAME-only Latin characters is allowed inside SMS
004= command code (enter user's telephone number for remote control via short call)
ID = user ID number 001-800
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TEL = user's telephone number (max 16 digits) without (+) comprised of country code, operator‘s
code and user's telephone number. the end symbol #;

OUT= output number, that will be controlled, 1-10.

OPT = DIAL function: 0 — disabled 1 — enabled, Sequence from the left to the right

OPT:

1-ARM/DIARM

2-Reserved (GTlarm2 =MIC)

[INST000000 005 TEL#

To delete user‘s phone number for remote control, according phone number

005= command code (delete user's phone number for remote control, according phone number)
TEL = user‘s phone number (max 16 digits) without (+) comprised of country code, operator's code
and user’s telephone number. User's phone number must be the same as in the memory of the
module.

INST000000_006_N

Delete user‘s phone number whose ID number is N.
006= command code (Delete user's phone number according user's ID number )
N = user’s ID number from 001 to 800.

[[NST000000_007_P#PER#HH:mm#

Automatic periodical test settings

007= command code (Automatic periodical test)

P= 0-test disabled, 1- test period by 24 hours, 2- period by minutes
PER= automatic test sending period from 1to 99999 days or minutes
HH-hours 0-23 ,

mm- minutes 0-59

e.g. INST000000 007 2#1#14:50# The test will be send every 1 minute

[NST000000_008_APN#LOGIN#PSW#

GPRS network settings

008= command code (GPRS network settings)
APN=31 symbols

LOGIN=31 symbols

PSW=31 symbols

[INST000000 009 ADDR#PORT#

[INST000000 009 ADDR#PORT#PING#

SERA cloud Service Parameters

009= command code (Remote control of the module over the Internet)

ADDR = the format of IP address xxx.xxx.xxx.xxx (the numbers from 0 to 255 should be separated
by dot or domain text length of up to 47 characters)

PORT= TCP port number from 1 to 65535

Default parameters is in the picture bellow. We recommend do not change these parameters.

SERAZ
File Settings Devices [g]Read [FS] 3] Write [F6] & Update About.

v, Event Reporting/Communication

rn ke
G5M Communications: SMEDIAL reporting | Custom SMS Text | GRRSIPTCPADP | CMS Reporting [ SERA Clowd Service
DEErETACEEss conrch ~

InputsBurgler Al Zones

Cutputs (PGM)

AutomationSensons Enabie W ™ SERA Cloud Service (Defoul)

Evert Summary -

Everts Log PP or Domair doud ophodes.k

RTT

estingSMontoring ks Port 10000
Firmmware i
o —

INST000000_010_H]

To activate the connection to the remote control server
010= command code (To activate the connection to the remote control server)
E= 1-enabled, O-disabled

[INST000000_019_N#P|

To change the operation algorithm of the output

019= command code (To change the operation algorithm of the output)

N = output number from 1 to 10

P = output operation algorithm. O — output disabled, 1 — Bell, 2- buzzer, 3- flash led, 4- system state
LED, 5-LED ,system ready”, 6- Automation & access control, 7- AC OK, 8 — Battery OK, 9-
ARM/DISARM 10-alarm indication, 11- Lost Primary chanel 12- Lost secondary chanel 13- Fire
sensorl4-RH Sensor trouble , 15- Access Gained

INST000000_020_N

Invert output state
020= command code (outputs inversion)
N = output number from 1 to 10.

[INST000000_021_N#ST]

Output activation or deactivation

021= command code (Output activation or deactivation)
N = output number 1-10

ST = output mode 0 — OFF, 1- ON

[INST000000_022_N#TIME#

Output activation for the time interval

022= command code (Output activation for the time interval)

N = output number 1-10

TIME = 0-999999 Time interval in seconds for the output activation.

[INST000000_030_ST]|

Change security system‘s mode (ARM/DISARM/STAY/SLEEP)
030= command code (Change security system‘s mode)
ST = 0-DISARM, 1-ARM, 2-STAY, 3-SLEEP

[INST000000_031_ZN#BYP|

Zone bypassing by sms command
031= command code (Zone bypassing)
ZN = zone number from 1 to 32
BYP=1 - zone bypass 0- zone active.
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INST000000_063_S

iButton keys learning/deleting mode

063= command code (iButton keys learning/deleting mode)

S=iButton keys entering/deletion mode.

0-Disable iButton/RFID keys learning mode

1-Enable iButton/RFID keys learning mode

2- iButton/RFID keys deleting mode. To delete these keys from memory, which will be touched to
the reader

[NST000000_070_N#VALUE #

Programming of max sensors value upon reaching, the SMS message with ,,High Alarm*
text will be sent

070= command code (max sensors value upon reaching which, the SMS message with ,High
Alarm* text will be sent)

N = sensor number

VALUE= Format 0000.00 High Alarm Value

[NST000000_071_N#VALUE #

Programming of minimal sensors value upon reaching the SMS message with ,,Low Alarm*
text will be sent

071= command code (min sensors value upon reaching which, the SMS message with ,Low Alarm
text will be sent)

N = sensor number

VALUE = Format 0000.00 Low Alarm Value

«

[NST000000_072_N#VALUE#

Programming of sensor max value upon reaching the selected output will be activated. For
example cooling equipment

072= command code (sensor max value upon reaching the selected output will be activated.)

N = sensor number

VALUE= Format 0000.00 sensor max value upon reaching, the selected output will be activated.

[INST000000_073_N#VALUE#

Programming of sensor min value upon reaching the selected output will be activated. For
example heating equipment

073= command code (sensor min value upon reaching the selected output will be activated.)

N = sensor number

VALUE= Format 0000.00 Sensor min value upon reaching which, the output will be activated.

[INST000000 090 NEW_INST_PSW

Change installer‘s password (Installers password should be changed before exploitation of the
module)

090= command code (Change of installer's password)

NEW_INST_PSW = New Installer's password.

[INST000000 091 NEW_USER_PSW|

Change user‘s password (User‘s password should be changed before exploitation of the module)
091= command code (Change user's password)
NEW_USER PSW = New user's password.

INST000000_092

Remote reset of the module via SMS messages
092= command code (Remote reset of the module via SMS messages )

[INST000000 093 yyyy/MM/dd#HH:mm#

Time of the module setting via SMS message

093= command code (Time of the module setting via SMS message)
Time format of the module:

yyyy/MM/dd#HH:mm#

yyyy -year

MM-month 1-12

dd - day of the month 1-31

HH-hours 0-23

mm- minutes 0-59

[INST000000_094_TEL#SMS)|

SMS from the module forwarding to the other phone number

SMS from the module forwarding to the other phone number

094= command code (SMS from the module resending to the other phone number)

TEL = phone number to which will be forwarded sms textSMS = sms text that will be send to
the referred number.

TEL=861611111111 local number arba international format e.g. +370616111111

INSTO00000 094 +370616111111#Hello

SMS text =Latin Charset

SMS from the module forwarding to the other phone number094= command code (SMS from the
module fowarding to the other referred phone number)TEL = phone number to which will be
forwarded sms textSMS = sms text that will be send to the referred number

TEL=861611111111 local number arba international format e.g. +370616111111
INST000000,_,094_+370616111111#Hello

international must be with '+' local without'+'

SMS text =Latin Charset

After this commands could not be other commands like: 094 SMS 030 1
because all messages will be forwarded to other numer "SMS 030 1"

[INST 000000_095_E|

Zone Walk Test request

095= command code (Zone Test request)

E = 1- test request activated, O- test request deactivated
When zone is activated, the bell generates the sound,
ARM/DISARM system automatically turn off this function

INST000000 096|

Fire sensors reset.

INST000000,_100,N|

System state request:

PROGATE User manual

V-2022-04-28 62 |




100= command code (System state request)

N = System state request type

1- System test request, Request information about the module (: IMEI, FW, LEVEL etc.)

2- the values of active sensors request

3 -Request about active zone states

4 -Request about output states

5 - System state request. The module will send information on input/output states and system state
(ARM/DISARM/STAY).

10 The table of users commands

The phone number must be in the Sera2> Users/ Access control list if USER123456 commands will be used
If the phone number is not in the list, the sms commands from this phone number will be blocked.

SMS configuration is allowed only with Latin characters. Unicode is not allowed.

) SERAZ - !
File Settings Devices [ Read [F5]  [%]Write [F6] @ Update About.
- System Options Remote Control Users table
£ G5 Communicalions Temporary access Dale/Time window |
Qe /AsCeSSICoNI) E| User Name Type | Liser Tel | imutton cone RFID Keyoard | Keyh Code | OUT | ARMDSARM | MIC [Date En| Start Date Expiration Date |

utsBurglar Alarm Zones
utputs (PGM) 1 ¥ Master User +37000000000 000000000000 0000000000 =ee MOME v r r 2019-02-25 16:24:26 2019-02-25 16:24:26

utomationsSensors Iz I User + 000000000000 0000000000 ouT1 r - r 2019-02-25 16:24:26 2019-02-25 16:24:26

Table 9 The table of user's commands

Change state of selected OUT output to the inverted state.
Output state changes every time after sending command code.

USER123456,020 N 020= command code (Change state of selected OUT output to the inverted state.)
N = output number from 1 to 10.
Activate or deactivate selected output N.

[USER123456_021_N#ST] 021= command code (Activate or deactivate selected output N)

N = output number from 1 to 10.
ST= output mode: 0 — deactivated output, 1- activated output

Output activation for the time interval

022= command code (Output activation for the time interval)

N = output number 1-10

TIME = 0-999999 Time interval in seconds for the output activation.

[USER123456_022_N#TIME#

Change security system’s mode (ARM/DISARM/STAY/SLEEP)
030= command code (Change security system’s mode (ARM/DISARM/STAY/SLEEP)
[USER123456_030_ST]| ST = Security system mode 0-DISARM, 1-ARM, 2-STAY, 3-SLEEP

Enter user phone number in the Sera2> Users/ Access control list

Zone bypassing by sms command
031= command code (Zone bypassing)
ZN = zone number from 1 to 32

BYP= 1 — zone bypass 0- zone active.

[USER123456_031_ZN#BYP]

SMS from the module forwarding to the other phone number

094= command code (SMS from the module resending to the other phone number)
[USER123456_094 TEL#SMS| TEL = phone number to which will be forwarded sms text

SMS = sms text that will be send to the referred phone number

System state request:

100= command code (System state request)

N = System state request type

1- System test request, Request information about the module (: IMEI, FW, LEVEL etc.)

2- the values of active sensors request

[USER123456_100 N| 3 -Request about active zone states

4 -Request about output states

5 - System state request. The module will send information on input/output states and system state
(ARM/DISARM/STAY).

Only for the firmware versions > 190926
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11 APP configuration

< C 88 |Q3 [} topkodas.It |

B Booking.cormn @ Amazon.com ﬁ eBay n Facebook @ Getting Started

SysName *

Smart Home 800

Device UID/IMEI/MAC*

86295102
Control
Outputs
' App Key*
Qject Address
Sn a) SERAZ
|File  Settings Devices %“ Read [F5) EWrite IF6] @ lpdate About..
- Swatem Options Event Reporting/Communication

| {-&=M Communications SMS/DIAL reporting | Custom SMS Text | GPRSIPITCPIUDP | CMS Reporting

ese| - Users/Access control
i Burglar Alarm Zones

L Qutputs (PGM)
i AutomationiSensors Enable i~ [V SERA Cloud Service (Default)!
- Event Summary
i Events Log IP or Domain: """‘“'““F" odas
- RT Testing&Monitoring . 10000
| Firmware Remote Port:

APP Key:

e I

Figure 104 https://cloud.topkodas.|t/index.php> Settings and GSM Communications> Sera Cloud Service windows

App key in module and APP must be the same. IMEI (device UID) you can find on the modem of the module or in SERA program System Options>
System info.

&) SERAZ
File Settings Devices [&]Read[F5] ] 'Write [F6] @ Update About..

-1 System Options System
i M Communications General System Options | System Fault/Troubles | Digital 110 Settings

i Usersifccess cortrol
+ Burglar Alarm Zones

Harciweare: GTalarm v2
= Qutputs (PGM)
o Automation/Sensors Bootloader: GTalarm2_hoot_1v0
-~ Event Summary Fitmware: 041907281944
Everts Log
- RT Testing&Monitoring Serial MNo: 0000008C
- Firmware I WE- 5

GSM Modem 2G GSMIGPRSEDGE Quad band (850/900/1 8001 SOOMHZ)

Figure 105System Options> System Info window

12 Warranty Terms and Conditions

SAFETY INSTRUCTIONS FOR SERVICE PERSONS

Use the following list as a guide to find a suitable place for Progate module:

* Locate the module near a power outlet.

* Select a place that is free from vibration and shock.

* Place the module on a flat, stable surface and follow the installation instructions:

Do NOT locate the module where persons can walk on the secondary circuit cable(s).

Do NOT connect the module to electrical outlets on the same circuit as large appliances.

Do NOT select a place that exposes the module to direct sunlight, excessive heat, moisture, vapors, chemicals or dust.
Do NOT install the module near water (e.g., bathtub, wash bowl, kitchen/laundry sink, wet basement, or near a swimming pool).
Do NOT install the module and its accessories in areas where there is a risk of explosion.

Do NOT connect the module to electrical outlets controlled by wall switches or automatic timers.

AVOID sources of radio interference.

AVOID setting up the equipment near heaters, air conditioners, ventilators, and/or refrigerators.

AVOID locating module close to or on top of large metal objects (e.g., metal wall studs).
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Safety Precautions Required During Installation

* NEVER install the module during a lightning storm.

« Ensure that cables are positioned so that accidents cannot occur. Connected cables must not be subject to excessive mechanical strain.

» The power supply must be Class I, FAIL SAFE with double or reinforced insulation between the PRIMARY and SECONDARY circuit/ENCLOSURE and
be an approved type acceptable to the local authorities. All national wiring rules shall be observed.

Limited Warranty

UAB “Topkodas” warrants the original purchaser that for a period of twelve months from the date of purchase, the product shall be free of defects in
materials and workmanship under normal use. During the warranty period, UAB “Topkodas” shall, at its option, repair or replace any defective product
upon return of the product to its factory, at no charge for labor and materials. Any replacement and/or repaired parts are warranted for the remainder of
the original warranty or ninety (90) days, whichever is longer. The original purchaser must promptly notify UAB “Topkodas” in writing that there is defect in
material or workmanship, such written notice to be received in all events prior to expiration of the warranty period. There is absolutely no warranty on
software and all software products are sold as a user license under the terms of the software license agreement included with the product. The Customer
assumes all responsibility for the proper selection, installation, operation and maintenance of any products purchased from UAB “Topkodas”. In such
cases, UAB “Topkodas” can replace or credit at its option.

International Warranty

UAB “Topkodas” shall not be responsible for any customs fees, taxes, or VAT that may be due.

Warranty Procedure

To obtain service under this warranty, please return the item(s) in question to the point of purchase. All authorized distributors and dealers have a warranty
program. Anyone returning goods to UAB “Topkodas” must first obtain an authorization number. UAB “Topkodas” will not accept any shipment whatsoever
for which prior authorization has not been obtained.

Conditions to Void Warranty

This warranty applies only to defects in parts and workmanship relating to normal use. It does not cover:

» Damage incurred in shipping or handling;

» Damage caused by disaster such as fire, flood, wind, earthquake or lightning;

» Damage due to causes beyond the control of UAB “Topkodas” such as excessive voltage, mechanical shock or water damage;

» Damage caused by unauthorized attachment, alterations, modifications or foreign objects;

» Damage caused by peripherals (unless such peripherals were supplied by UAB “Topkodas”.);

» Defects caused by failure to provide a suitable installation environment for the products;

» Damage caused by use of the products for purposes other than those for which it was designed,;

» Damage from improper maintenance;

» Damage arising out of any other abuse, mishandling or improper application of the products.

Items Not Covered by Warranty

(i) Freight cost to the repair center;

(ii) Products which are not identified with UAB “Topkodas” product label and lot number or serial number;

Poducts disassembled or repaired in such a manner as to adversely affect performance or prevent adequate inspection or testing to verify any
warranty claim.
Under no circumstances shall UAB “Topkodas” be liable for any special, incidental, or consequential damages based upon breach of warranty, breach
of contract, negligence, strict liability, or any other legal theory. Such damages include, but are not limited to, loss of profits, loss of the product or any
associated equipment, cost of capital, cost of substitute or replacement equipment, facilities or services, down time, purchaser’s time, the claims of third
parties, including customers, and injury to property. The laws of some jurisdictions limit or do not allow the disclaimer of consequential damages. If the
laws of such a jurisdiction apply to any claim by or against UAB “Topkodas”, the limitations and disclaimers contained here shall be to the greatest extent
permitted by law. Some states do not allow the exclusion or limitation of incidental or consequential damages, so that the above may not apply to you.
Disclaimer of Warranties

UAB “Topkodas” neither assumes responsibility for, nor authorizes any other person purporting to act on its behalf to modify or to change this warranty,
nor to assume for it any other warranty or liability concerning this product.

WARNING:

UAB “Topkodas” recommends that the entire system be completely tested on a regular basis. However, despite frequent testing, and due to, but not limited
to, criminal tampering or electrical disruption, it is possible for this product to fail to perform as expected.

Out of Warranty Repairs

UAB “Topkodas” will at its option repair or replace out-of-warranty products which are returned to its factory according to the following conditions. Anyone
returning goods to UAB “Topkodas” must first obtain an authorization number. UAB “Topkodas” will not accept any shipment whatsoever for which prior
authorization has not been obtained. Products which UAB “Topkodas” determines to be repairable will be repaired and returned. A set fee which UAB
“Topkodas” has predetermined and which may be revised from time to time, will be charged for each unit repaired. Products which UAB “Topkodas”
determines not to be repairable will be replaced by the nearest equivalent product available at that time. The current market price of the replacement
product will be charged for each replacement unit.

WARNING - READ CAREFULLY

Note to Installers

This warning contains vital information. As the only individual in contact with system users, it is your responsibility to bring each item in this warning to the
attention of the users of this system.

System Failures

This system has been carefully designed to be as effective as possible. There are circumstances, however, involving fire, burglary, or other types of
emergencies where it may not provide protection. Any alarm system of any type may be compromised deliberately or may fail to operate as expected for
a variety of reasons. Some but not all of these reasons may be:

* Inadequate Installation

The module must be installed properly in order to provide adequate protection.

* Criminal Knowledge

This system contains security features which were known to be effective at the time of manufacture. It is possible for persons

With criminal intent to develop techniques which reduce the effectiveness of these features. It is important that a system be reviewed periodically to ensure
that its features remain effective and that it be updated or replaced if it is found that it does not provide the protection expected.

* Access by Intruders

Intruders may enter through an unprotected access point, circumvent a sensing device, evade detection by moving through an area of insufficient coverage,
disconnect a warning device, or interfere with or prevent the proper operation of the system.

» Power Failure

Control units, intrusion detectors, smoke detectors and many other security devices require an adequate power supply for proper operation. If a device
operates from batteries, it is possible for the batteries to fail. Even if the batteries have not failed, they must be charged, in good condition and installed
correctly. If a device operates only by AC power, any interruption, however brief, will render that device inoperative while it does not have power. Power
interruptions of any length are often accompanied by voltage fluctuations which may damage electronic equipment. After a power interruption has occurred,
immediately conduct a complete system test to ensure that the system operates as intended.

* Failure of Replaceable Batteries
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Ambient conditions such as high humidity, high or low temperatures, or large temperature fluctuations may reduce the expected battery life. While each
transmitting device has a low battery monitor which identifies when the batteries need to be replaced, this monitor may fail to operate as expected. Regular
testing and maintenance will keep the system in good operating condition.

» Compromise of GSM network

Signals may not reach the receiver under all circumstances which could include metal objects placed on or near the radio path or deliberate jamming or
other inadvertent signal interference.

* System Users

A user may not be able to operate a panic or emergency switch possibly due to permanent or temporary physical disability, inability to reach the device in
time, or unfamiliarity with the correct operation. It is important that all system users be trained in the correct operation of the module and that they know
how to respond when the system indicates an alarm

* Smoke Detectors

Smoke detectors may not properly alert occupants of a fire for a number of reasons, some of which follow. The smoke detectors may have been improperly
installed or positioned. Smoke may not be able to reach the smoke detectors, such as when the fire is in a chimney, walls or roofs, or on the other side of
closed doors. Smoke detectors may not detect smoke from fires on another level of the residence or building.

Every fire is different in the amount of smoke produced and the rate of burning. Smoke detectors cannot sense all types of fire is equally well. Smoke
detectors may not provide timely warning of fires caused by carelessness or safety hazards such as smoking in bed, violent explosions, escaping gas, and
improper storage of flammable materials, overloaded electrical circuits, and children playing with matches or arson.

Even if the smoke detector operates as intended, there may be circumstances when there is insufficient warning to allow all occupants to escape in time
to avoid injury or death.

* Motion Detectors

Motion detectors can only detect motion within the designated areas as shown in their respective installation instructions. They cannot discriminate between
intruders and intended occupants. Motion detectors do not provide volumetric area protection. They have multiple beams of detection and motion can only
be detected in unobstructed areas covered by these beams. They cannot detect motion which occurs behind walls, ceilings, floor, closed doors, glass
partitions, glass doors or windows. Any type of tampering whether intentional or unintentional such as masking, painting, or spraying of any material on
the lenses, mirrors, windows or any other part of the detection system will impair its proper operation.

Passive infrared motion detectors operate by sensing changes in temperature. However their effectiveness can be reduced when the ambient temperature
rises near or above body temperature or if there are intentional or unintentional sources of heat in or near the detection area. Some of these heat sources
could be heaters, radiators, stoves, barbeques, fireplaces, sunlight, steam vents, lighting and so on.

* Warning Devices

Warning devices such as sirens, bells, horns, or strobes may not warn people or waken someone sleeping if there is an intervening wall or door. If warning
devices are located on a different level of the residence or premise, then it is less likely that the occupants will be alerted or awakened. Audible warning
devices may be interfered with by other noise sources such as stereos, radios, televisions, air conditioners or other appliances, or passing traffic. Audible
warning devices, however loud, may not be heard by a hearing-impaired person.

* GSM network

If GSM network are used to transmit alarms, it may be out of service for certain periods of time.

* Insufficient Time

There may be circumstances when the system will operate as intended, yet the occupants will not be protected from the emergency due to their inability
to respond to the warnings in a timely manner. If the system is monitored, the response may not occur in time to protect the occupants or their belongings.
» Component Failure

Although every effort has been made to make this system as reliable as possible, the system may fail to function as intended due to the failure of a
component.

* Inadequate Testing

Most problems that would prevent the module from operating as intended can be found by regular testing and maintenance. The complete system should
be tested weekly and immediately after a break-in, an attempted break-in, a fire, a storm, an accident, or any kind of construction activity inside or outside
the premises.

*Security and Insurance

Regardless of its capabilities, the module Progate is not a substitute for property or life insurance. The module Progate also is not a substitute for property
owners, renters, or other occupants to act prudently to prevent or minimize the harmful effects of an emergency situation.
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